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ABSTRACT

Relevance: The paper addresses the problem of quantitative evaluation of risk management effectiveness in software quality
assurance systems under the increasing complexity of software products and the need to integrate risk management activities into the
Software Development Life Cycle. Traditional approaches based on expert judgment and periodic audits are shown to lack measurable
outcomes and fail to establish causal relationships between risk response actions and changes in key quality metrics. Aim of the article:
The purpose of the study is to propose and validate a integrated system of methods for evaluating risk management effectiveness through
the integration of technical and economic indicators. Tasks: The research focuses on integrating a risk register, dynamic software quality
metrics (defect density, test coverage, mean time to failure, security incident rate), and cost indicators associated with mitigation
activities into a unified assessment framework. Methods: A mathematical model is developed to describe the interaction between risk
exposure, management actions, and the evolution of quality metrics within a sprint-based Software Development Life Cycle. The
integrated system of methods is implemented as a software prototype of a Decision Support System module that enables automated risk
monitoring. Scientific novelty: The study lies in the development of an Integrated system of methods that formalizes the interaction
between a risk register, a dynamic quality metrics model, and an integral effectiveness criterion. This Integrated system of methods
ensures reproducibility and comparability of results by creating a unified algorithmic framework for sprint-based evaluation. Practical:
significance: The proposed approach is applicable within Decision Support System environments, Continuous Integration and
Continuous Deployment pipelines, and software monitoring tools for continuous quality assurance. Results: Simulation results
demonstrate balanced improvements in quality metrics, a decrease in overall risk exposure, and higher integrated effectiveness values for
the risk-aware strategy compared to the baseline approach. Conclusions: An Integrated Risk Management Effectiveness Index is
introduced, combining normalized quality improvements, reduction of risk criticality, and economic factors into a single interpretable
indicator for automated managerial analysis.
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INTRODUCTION fail to provide a sufficient level of measurability of
outcomes and do not allow for establishing causal
relationships between implemented mitigation measures
and changes in software quality metrics. This complicates
the substantiated selection of risk management strategies,
the optimal allocation of resources, and the
implementation of continuous quality assurance
principles within the Software Development Life Cycle
(SDLC) framework.

An analysis of current research indicates a

In the contemporary context of increasing
complexity of software systems and heightened
requirements for their reliability, security, and economic
efficiency, risk management within software quality
assurance systems has acquired the status of an
indispensable component of development processes.
Traditional approaches to risk management, which rely
predominantly on expert evaluations and periodic audits,

transition toward metrics-oriented, service-based,
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and security of software systems. However, most of
these approaches address isolated aspects of risks,
metrics, or process maturity without forming a
unified integral criterion of effectiveness. At the
same time, the absence of software-implemented
methodologies that integrate risk registers, quality
metric dynamics, and economic parameters limits
the ability to objectively compare mitigation
strategies and to implement decision support
systems within quality assurance processes [1].

From this problem statement logically follows
the aim of further research: to formalize an
integrated system of methods for calculating such an
index and to implement a decision support system
(DSS) module prototype that ensures automated
collection/normalization of metrics, computation of
the integral evaluation with consideration of risk and
cost dynamics, and managerial decision support
through comparative analysis of response strategies.

RELATED WORKS

In modern software quality assurance systems,
risk management is increasingly perceived not as an
auxiliary managerial procedure but as a measurable
control loop expected to deliver reproducible effects
in quality, security, and ownership cost metrics.
Consequently, there is a noticeable shift from
descriptive models toward service-oriented, metrics-
driven, and partially automated evaluation
approaches. For example, Bernardo and colleagues
propose the concept of Software Quality Assurance
as a Service, where the evaluation of software and
services is organized as a standardized service
process oriented toward repeatable measurements
and comparability of results across different artifacts
and teams. The measurable outcome here is the
ability to “package” SQA into a managed evaluation
pipeline scalable across diverse development
contexts, which is crucial for constructing a unified
indicator of risk management effectiveness through
its impact on quality metrics [2].

In a similar vein, but with a focus on change
risks, Tang and co-authors develop CAPRA - a
context-aware approach to patch risk assessment in
open-source projects — employing graph neural
networks and hybrid feature classification. Empirical
results on OpenSSL and FFmpeg demonstrate the
suitability of precision/recall/F1  metrics for
quantitatively validating the “quality” of solutions in
terms of detecting immature vulnerabilities, directly
suggesting how risk indicators can be integrated into
the quality loop via defects, incidents, and failures

quality aspects in MLOps architectures through a
model-metric integrated system of methods: they
introduce metrics for architectural decision
documents (ADDs) related to automation, establish
ground truth through manual assessment, and then
statistically verify the extent to which metrics
predict this reference evaluation. The measurable
outcome lies in the demonstrated ability of simple,
technology-agnostic metrics to reliably reflect the
level of automation support and to be embedded into
CI/CD pipelines as mechanisms for controlling non-
functional requirements [4].

A significant step toward automating assurance
logic is demonstrated by Odu and colleagues, who
investigate the use of large language models (LLMs)
for automatic instantiation of assurance cases from
templates [5]. Generative models are applied to
reduce manual, error-prone expert work, with the
measurable effect described as reduced labor
intensity in preparing formalized arguments and
improved reproducibility of argument structures
through patterns. This reinforces the idea of
computable indicators of the “effectiveness” of
quality and safety assurance processes Vvia
instrumental artifacts [6]. In a related domain, Wei
and his team advance assurance-case-centric
engineering for safety-critical systems (ACCESS) —
promoting an engineering paradigm in which
evidence and argument structures become the
“center” of the lifecycle [7]. The measurable
outcome is practical manageability of safety and
reliability requirements through explicit
requirement-evidence-risk links, which is essential
for constructing an integral index that not only
accounts for defects but also incorporates
responsiveness and completeness of evidence [8].

A distinct body of research provides the
foundation for ensuring that the evaluation of risk
management effectiveness is not merely an “internal
opinion” of the team but is grounded in systematic
frameworks and taxonomies. Shukla and co-authors
conduct a systematic review of system security
assurance, synthesizing approaches, artifacts, and
gaps; the measurable outcome here is essentially a
map of existing methods and typical issues. This
creates a methodological basis for ensuring that an
integral indicator of risk management effectiveness
is not an arbitrary set of metrics but corresponds to
classes of threats, types of evidence, and lifecycle
stages [9]. Rosado and colleagues propose a model
of integrated information security risk management
for business processes, formalizing assets, threats,

[3]. Parallel to this, Warnett and colleagues vulnerabilities, and countermeasures in Business
formalize an approach to evaluating support for Process Model and Notation (BPMN) and
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computing risk metrics through rules. The
measurable outcome is reported as improved risk
detection compared to traditional analysis and
enhanced transparency of change control, which
emphasizes the idea that risk management
effectiveness should be measured not only by “how
many risks were recorded” but also by “what
proportion of significant risks were actually
identified or mitigated” and how this was reflected
in process quality [10].

Mothanna and co-authors examine the adoption
of security practices in development through a
security testing framework, focusing on embedding
security practices into the SDLC. The measurable
outcome in such studies typically manifests as
manageability of test activities, coverage of controls,
and the ability to reduce vulnerabilities at early
stages, which directly correlates with the idea of
linking “response costs” to the dynamics of changes
in quality and security metrics [11]. Loft and his
team, within CAESARS8, propose an agile
enterprise-architecture  approach to managing
information risks. The measurable outcome is the
ability to embed risk activities into agile
architectural practice and to make risks a subject of
regular decision-making, which is important for
evaluating effectiveness not as a one-time audit but
as a continuous cycle [12].

A substantial development of the theme
“effectiveness = metrics + monitoring + automation”
is evident in studies dedicated to continuous control
and domain-specific metrics. Halgamuge and
colleagues describe an adaptive edge-security
framework for dynamic loT policies; the measurable
outcome here is the ability of policies to adapt to
environmental changes and maintain an acceptable
level of security without manual reconfiguration.
This serves as an analogy for the SDLC: the
effectiveness of response must account for the speed
and stability of adaptation, not merely the «final
state» [13]. Tung and co-authors propose Al-assisted
continuous security monitoring for open RAN/6G
orchestration; the measurable effect is the
organization of continuous monitoring as a loop that
generates risk signals and supports decisions in near-

real-time,  methodologically  reinforcing  the
requirement that an integral index should
incorporate  temporal  dynamics  (before/after

intervention) [14]. Mancini and colleagues develop
ScasDK as a testing platform for security assurance
in the 5G core; the measurable outcome is
reproducibility and standardization of checks,
enabling comparative analysis of strategies and

costs, which is a critical condition for valid
evaluation of response strategies [15].

Casaril and co-authors design security metrics
for space systems aligned with NIST CSF 2.0 and
NIS2, thereby demonstrating that domain
requirements can be translated into harmonized
metric sets; the measurable outcome is a validated
and standardized list of metrics consistent with
frameworks, highlighting the importance of aligning
risk management effectiveness indicators with
normative and process models [16]. Zahid and
colleagues systematize attacks on educational LLMs
and apply DREAD (Damage, Reproducibility,
Exploitability, Affected users, Discoverability) for
their evaluation; the measurable outcome is
taxonomy plus a quantitative risk ranking scheme,
serving as a direct example of integrating expert risk
scales with measurable system characteristics [17].
Yu and co-authors conduct a snowballing review of
quality metrics for GenAl systems: they identify 28
metrics, map them to ISO/IEC 25023 characteristics,
distinguish evaluation methods and faulty output
assessment processes, and propose a five-stage
framework. The measurable outcome is a formalized
correspondence between “metric —  quality
characteristic” and procedural evaluation, which is
crucial for building an integral index that is both
interpretable (which characteristic improved) and
procedurally reproducible [18].

Khadem and colleagues propose an LLM-driven
DevOps recommendation system that constructs
mappings of Challenge — Success Factor — Process
— Metric based on a corpus of hundreds of studies,
demonstrating higher accuracy and relevance in
evaluation compared to keyword-based retrieval. The
measurable outcome is the ability of the
recommendation module to improve the relevance of
managerial decisions, suggesting a technological
trajectory where risk management effectiveness
evaluation may culminate not only in an index but
also in substantiated recommendations for process
optimization [19]. Abrar and colleagues introduce
SPIM-TA — a maturity-level framework for process
improvement in test automation — based on a
systematic literature review, industry survey, and case
study evaluated through the Motorola Assessment
Tool. The measurable outcome is a structured
maturity scale and validation of applicability and
scalability, illustrating how “effectiveness” can be
interpreted in terms of maturity rather than solely
numerical values [20].

Lindstrom and his team analyze the “soft side”
of metrics in multinational organizations, showing
that metric effectiveness is constrained by
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communication and social barriers. The measurable
outcome is empirically identified patterns explaining
why the same metric may yield different managerial
effects, which is critical for risk management: an
index must account not only for arithmetic but also
for data quality and consistency of interpretations
[21]. Anjana M.S. and colleagues in EnSAF
demonstrate a framework for sustainability-aware
software-intensive  energy  management.  The
measurable effect is the ability to systematically
align non-functional requirements and architectural
decisions with metrics, which translates into risk
management as the idea of multi-criteria evaluation
(quality, risk, and cost) [22].

It is important to note that a number of studies
explicitly or implicitly emphasize the problem of
data and knowledge quality underlying evaluation.
Bernardo and colleagues, in their review of data
governance and quality management, highlight the
necessity of integrating standards and constructing
KPI/KRI for continuous effectiveness assessment,
but acknowledge that empirical comparative
evaluation of  different  guidelines and
implementation complexity often remains undefined.
The measurable outcome of their contribution is the
conceptualization of links between governance,
assurance, and indicators, directly reinforcing the
thesis that without data quality control, risk indices
may become “precise numbers built on imprecise
foundations” [23]. Thu Nguyen and co-authors
propose a multi-stage BDQM framework for big
data (in educational projects), integrating Al and
distributed computing. The measurable outcome is a
structured process from requirements and standards
to monitoring/improvement tools, as well as
identified trends in automated data cleansing and
enrichment, which is directly relevant for risk
registers and SDLC metrics: without automated
normalization and data quality control, the
effectiveness index may be unstable [24].

Carvalho and colleagues review dimensions of
data quality and move toward a new framework; the
measurable outcome of such work is a refined set of
dimensions and their interpretations, suggesting a
methodological principle:  before aggregating
indicators into an integral index, the semantics and
scales of basic metrics must be harmonized [25]. Lee
and co-authors develop a DQA ontology for research
data repositories (DQAOQ) based on the analysis of
12 cases of knowledge artifacts and activity theory.
The measurable outcome is a formal ontology with a
clear structure of entities and properties,
demonstrating a pathway toward machine-
interpretable data quality models and, by analogy,

toward an ontologically harmonized risk register
where effectiveness indicators can be computed
transparently and reproducibly [26]. Basile and
colleagues  propose  standardizing  software
protection against MATE attacks as a risk
management process under NIST SP800-39 and
implement an approach to automating the design of
protections. The measurable outcome is an
instrumentalized logic of “risk — mitigation —
impact on system properties/cost,” which serves as a
direct pattern for a DSS module prototype for
evaluating risk management effectiveness in the
SDLC [27].

Finally, Slapnicar and co-authors introduce the
Cybersecurity Audit Index with three dimensions
(planning, performing, and reporting) and test
hypotheses through surveys of auditors and
managers. The measurable outcome includes an
average index value (58/100), a positive correlation
with maturity, and an unexpected absence of
correlation with the probability of a successful
attack. This is a critically important signal for the
topic of effectiveness: even a well-constructed
process effectiveness index may not correlate with
“final” security events due to external factors and
latent variables [28].

Beyond research-driven indices, established
industry frameworks such as CMMI-DEV and
ISO 31000:2018 [29] provide the foundational logic
for assessing risk management maturity and
establishing metric frameworks. CMMI-based
approaches, however, predominantly focus on
qualitative process compliance and maturity levels
(e.g., reaching a specific capability level for risk
identification), while 1SO 31000 offers high-level
guidelines that lack granular, automated integration
with technical SDLC indicators. These standards
describe «what» should be measured for process
maturity but do not provide a «how» for real-time,
sprint-by-sprint quantitative evaluation of the causal
impact of response actions on product quality
metrics.

A critical synthesis of these studies reveals two
persistent unresolved groups of issues. The first
issue concerns how to rigorously establish causal
relationships between risk management activities
(identification, analysis, response, control) and
changes in software quality metrics (defect density,
test coverage, Mean Time Between Failures
(MTBF), security incident rate), given that the
SDLC environment is constantly evolving and
metrics are influenced by multiple confounders
(product complexity, team changes, tools, release
policies, seasonality of incidents, etc.) [30]. This
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guestion remains unresolved because most studies
either focus on a specific domain/context (5G, IoT,
space, GenAl) and demonstrate metric validity

within  particular ~ assumptions, or  confirm
procedural/instrumental  effectiveness  (improved
recommendation relevance, better patch

classification, formalization of assurance cases), but
do not always provide a strict bridge to business
outcomes or to sustained reduction of incidents in
the long term. Moreover, as illustrated by the
example of the audit index, even process-strong
approaches may fail to “predict” actual attacks,
which can be objectively explained by event rarity,
incomplete observations, adversary adaptability, and
lags between process changes and outcomes.

The second issue concerns how to construct an
integral index of risk management effectiveness that
is simultaneously interpretable, comparable across
projects, and resilient to poor data quality. Existing
research offers many “building blocks” — mappings
of metrics to standard characteristics, maturity
scales, data quality anthologies, governance
frameworks, and multi-stage data quality control —
but the problem of aggregation remains open, as it
requires harmonization of scales, weights, time
windows, and rules for handling missing values or
anomalies. This issue often remains unresolved for
subjective reasons (different organizations have
different priorities and policies, complicating
universal weighting) and objective reasons
(heterogeneity of SDLC artifacts, absence of unified
data schemas, diverse metric collection tools,
confidentiality of incident data). As a result, a
generalized unresolved problem emerges: the
absence of a software-implemented, reproducible,
and data-supported integrated system of methods for
guantitative  evaluation of risk management
effectiveness in software quality assurance systems.
Such a integrated system of methods should
integrate risk registers, quality metrics, and response
performance indicators into a single interpretable
index suitable for continuous monitoring in the
SDLC and valid comparison of alternative strategies
under conditions of varying data quality and
completeness. From this problem statement logically
follows the aim of further research: to formalize an
algorithm for calculating such an index and to
implement a DSS module prototype that ensures
automated collection/normalization of metrics,
computation of the integral evaluation with
consideration of risk and cost dynamics, and
managerial decision support through comparative
analysis of response strategies.

RESEARCH AIM AND OBJECTIVES

The aim of this study is the development and
validation of an Integrated system of methods for
quantitative  evaluation of risk management
effectiveness in software quality assurance systems.
This Integrated system of methods is based on the
integration of risk registers, dynamic quality metrics
(defect density, test coverage, mean time between
failures, security incident frequency), and cost
indicators associated with their handling, as well as
the formalization of an algorithm for calculating an
integral effectiveness index.

RESEARCH METHODOLOGY

The Integrated system of methods developed in
this research is grounded in the formalization of the
process of evaluating risk management effectiveness
in software quality assurance systems as a problem
of multi-criteria dynamic optimization within the
SDLC framework. Within the model, a software
project is considered as a discrete time-dependent
system with a sprint structure ¢ = 1, ..., T, whose
state is described by a vector of quality indicators
Q: = {D;, Ci, Mg, 1.}, where D, is defect density, C;
is test coverage, M, is mean time between failures
(MTBF) and [, is the frequency of security
incidents. The set of risks is represented as a register
R = {r;}}_,, where each risk is characterized by its
probability of occurrence p;. and impact vector
a; ={aP,af,aM,al} on the corresponding
quality metrics. The generalized risk level of the
system at step t is defined as the cumulative
exposure, in formula (1):

N
E, = Z pie (Wpal +weaf + wyal 0
i=1

+wal),

where N is the total number of risks included in the
risk register R; wy, is the weighting coefficients of
the importance of the corresponding quality
characteristics.

In practical scenarios, the weighting
coefficients wy, (where k € {D,C,M,I}) are
determined using the Analytic Hierarchy Process
(AHP) or through direct expert ranking based on the
specific business priorities of the software project.
These weights are normalized such that ), w;, = 1.
The balancing coefficient A is an empirically derived
parameter (set to A = 0.2 in this study) that
represents the marginal trade-off between quality
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improvements ~ and  resource  consumption,
originating from historical SQA budget analysis.

Such aggregation allows for the transition from
local risk events to an integral indicator of system-
wide quality impact. The dynamics of quality
metrics are modeled as a discrete-time state-space
system, where the evolution of indicators follows the
principle of force balance. This structure is chosen
because software development is a staged process
where each iteration (sprint) accumulates changes.

In generalized form, the difference equation is
expressed as:

Qr+1 = Q¢ + f(uy) — g(Ep, &), (2)
where u, is the vector of managerial actions (testing
resources, preventive measures, and corrective

measures); f(-)is function of metric improvement
through QA activities; g(-)is the degradation function
under the influence of risks; ; is a stochastic factor
modeling the variability of the development
environment. The time step At is implicitly assumed to
be 1 sprint. This formulation represents the next state
of quality as the current state (9, augmented by the
functional gains from QA activities f(u,) and
diminished by the risk-induced degradation g (Ey, &;).

For the simulation purposes, f (u,) is defined as a
logarithmic ~ saturation ~ model  f(u,) =a-
In(1 + u,), which assumes that QA effectiveness
exhibits diminishing marginal returns — a common
phenomenon where initial testing efforts find the most
critical bugs, while further resource investment yields
progressively smaller improvements. The degradation
function is linearized as g (E;, &) =y - E; + &,. The
stochastic factor ¢&; is modeled as a normally
distributed random variable with zero mean and
constant variance, ¢, ~ N(0,02), representing the
inherent environmental uncertainty of the SDLC.

To model the impact of mitigation, we assume a
proportional risk reduction hypothesis, where the
probability of a risk at the next step decreases linearly
with the intensity of applied preventive measures.

The evolution is defined as:

Pit+1 = pi,t(l - ﬁui,t): (3)

where u; , is intensity of risk mitigation measures 7;
B is coefficient of effectiveness of preventive
influence.

The coefficient 8 represents the efficiency of the
mitigation tools and is treated as a normalized
constant (B8 € [0,1]) specific to the organizational
technological stack. It does not vary during a single
experiment execution but can be adjusted to reflect

the varying effectiveness of different QA automation
suites. This structure ensures that risk probability
remains bounded and reflects the efficiency of the

organizational  technical stack through the
coefficientf5.
Thus, the model reflects the bidirectional

relationship between risk management and quality:
risks affect the metrics, while managerial actions
modify both the risk profile and the quality
characteristics of the system. A key element of the
integrated system of methods is the introduction of an
integral index of risk management effectiveness,
which enables quantitative evaluation of the
performance of management strategies, taking into
account quality dynamics, reduction of risk exposure,
and associated costs.

The Integrated Risk Management Effectiveness
Index (IRMEI) is constructed as a multi-criteria
additive utility function. It aggregates three distinct

dimensions of effectiveness: technical (quality
improvement), managerial (risk reduction), and
economic (cost efficiency).
The formula is:
IRMEI = Wy, ¢y, <%> +
ke{D,C,M,I} kT (4)

+We g (g_:) — P (Cor),

where ¢, (+) is normalized function of metric
improvement (taking into account that for defects
and incidents a decrease is desirable, while for
coverage and MTBF an increase is desirable);
E,, E7 is initial and final levels of risk exposure;
Ciot 1S total costs of quality assurance and response
measures; Y (-) is penalty function for resource
overspending; A is balancing coefficient between
quality and cost. The use of logarithmic-hyperbolic
normalization ensures the boundedness of the index
and its interpretability in comparative analysis of
strategies.

The scientific novelty of the proposed model
lies in the integration of three previously isolated
components: a formalized risk register with
guantitative exposure, a dynamic model of the
evolution of quality metrics within the sprint-based
SDLC, and an integral effectiveness indicator that
simultaneously accounts for performance, risk, and
cost. While previous studies have explored the
conceptual alignment of risk registers with quality
indicators, they predominantly treat this relationship
statically or as descriptive maturity scales. The
proposed integrated system of  methods
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fundamentally differentiates itself by introducing a
closed-loop mathematical coupling: it quantifies the
direct, sprint-by-sprint dynamic impact of resource-
penalized risk mitigation actions on the continuous
evolution of specific software quality metrics.
Unlike existing approaches, where evaluation is
limited to independent metric tracking, the proposed
integrated system of methods provides a
computable,  reproducible, and  comparable
assessment of risk management effectiveness in
temporal dynamics, thereby creating prerequisites
for automated managerial decision support in
software quality assurance systems.

For the purpose of verifying the proposed
mathematical model and testing its applicability
under controlled experiments, a software prototype
of a decision support system (DSS) module was
developed. The prototype, implemented in Python, is
oriented toward simulation modeling of the
development life cycle in a sprint-based scheme.
The software implementation reproduces the core
idea of the model: the integration of the risk register
with the dynamics of software quality metrics and
the computation of the integral index of risk
management effectiveness based on the reduction of
risk exposure, changes in quality indicators, and the
costs of response measures. Architecturally, the
prototype consists of sequentially connected
subsystems that ensure the full experimental cycle:
parameter initialization, generation of a synthetic
risk register, simulation of quality metric evolution
under two strategies (traditional and risk-oriented),
calculation of the integral index, aggregation of
statistics, and preparation of visualizations for
subsequent analysis. The overall structure of module
interactions and data flows in the prototype is
presented in Fig. 1.

Fig 1. Architecture of the DSS software
prototype for evaluating risk management

effectiveness in SQA
Source: compiled by the authors

At the input stage, the prototype accepts the
parameters of the experiment (number of projects in
the simulation series, number of sprints, size of the
risk register, random seed), which ensures
reproducibility of results and scalability of
experiments. Next, a synthetic risk register is
generated, in which each risk is characterized by its
probability of occurrence, a vector of impacts on
quality indicators, and a baseline processing cost,
enabling the modeling of the “effect-cost” trade-off.

The risk register serves as a shared knowledge
base for two parallel simulation scenarios: the
baseline (traditional) and the risk-oriented. In the
baseline scenario, the intensity of QA activities and
responses is set as a quasi-normalized constant, and
risk handling is predominantly reactive, imitating
typical “non-prioritized” approaches to risk
management. In the risk-oriented scenario, a
mechanism of risk ranking by exposure (an
aggregated indicator based on the product of
probability and the normalized integral impact) is
implemented, along with resource allocation for
preventive/corrective measures depending on the
current exposure level; thus, the program reproduces
a control loop in which high risks receive priority
mitigation, and the response budget adapts to the
risk state of the system.

Within each sprint, cumulative exposure is
calculated, selected response actions are applied
(which modify risk probabilities and/or impacts),
and then the realization of risk effects on quality
metrics is modeled through expected values and a
stochastic variability coefficient that simulates
development  environment  instability,  task
heterogeneity, and “heavy” releases. Quality metrics
(defect density, coverage, MTBF, incident
frequency) evolve over time under the influence of
two forces: degradation through risks and
improvement through QA efforts, allowing the
tracking of causal relationships between managerial
decisions and changes in quality indicators under
identical initial conditions.

After the simulation is completed for each
project and each strategy, the program computes the
integral effectiveness index, which aggregates
normalized improvements in quality metrics and
reductions in risk exposure, while accounting for the
penalty for costs. At this stage, the requirement of
comparability is fulfilled: the index is calculated
according to unified normalization rules (via ratios
of initial and final values with a robust compression
function), making it interpretable and suitable for
comparing strategies across a large sample of
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synthetic projects. The final stage of the prototype
aggregates statistics across the series of runs (means,
medians, standard deviations, proportion of projects
where the risk-oriented strategy yields a higher
index) and prepares visual artifacts in the form of
static images automatically saved in the project
directory; these artifacts are subsequently used to
demonstrate  the  measurability of  effects,
reproducibility of experiments, and clarity of
comparative analysis.

RESEARCH RESULTS AND DISCUSSION

The results of experimental modeling confirm
the achievement of the research objective -
development and validation of a software-
implemented integrated system of methods for
evaluating the effectiveness of risk management in
software quality assurance systems, based on the
integration of the risk register, quality metrics, and
cost indicators. First of all, the analysis of the risk
profile structure, presented in the form of a risk
register heatmap (Fig. 2), demonstrates the
concentration of significant risks in zones of
medium and high criticality, which confirms the
appropriateness of applying a prioritized approach to
the allocation of response resources. The
identification of such clusters enables the decision
support system to form targeted risk-handling
strategies aimed at maximizing the reduction of
cumulative exposure under limited resources.

. _ . . . 0
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1.5
6 1.0
8 0.5

0.0

0 2 4 6 8

Probability bin (low = high)

Impact bin (high - low)
Number of risks

Fig 2. Heatmap of the risk register by probability
and impact indicators
Source: constructed using the author’s software

Comparative analysis of the final normalized
guality metrics (Fig. 3) demonstrates a balanced
improvement of all quality components in the risk-
oriented scenario.

The calculated values visualized in the heatmap
(Fig. 2) directly stem from the risk exposure

aggregation formalized in formula (1), allowing for
a (quantitative transition from local events to a
system-wide criticality assessment.

Final metrics (normalized, mean across projc-*"
test coverage

baseline
risk_aware

defect density

incident rate

exposure

Fig 3. Comparison of the final normalized quality
metrics for the baseline and risk-oriented

scenarios
Source: constructed using the author’s software

A simultaneous decrease in defect density and
security incident frequency is observed alongside an
increase in test coverage and MTBF, which indicates
the systemic nature of the impact of risk
management on the quality assurance process.
Importantly, the improvement occurs without
degradation of individual metrics, a phenomenon
typical of traditional locally optimized approaches,
thereby confirming the effectiveness of the integral
evaluation criterion. The dynamics of average metric
values across sprints (Fig. 4) demonstrate the
stabilization of the development process when
applying the adaptive risk-oriented strategy.

Defect density (defects/KLOC) & Test coverage (0..1) T

109

& v @ ~ @ ©
o
=4

H a 6 8 10 2 4 6 8 10
Sprint Sprint

MTBF (hours) t Security incident rate (per month) 1

H 4 6 8 10 2 4 6 [] 10
Sprint Sprint

Fig 4. Dynamics of average software quality

metrics across sprints
Source: compiled by the authors
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Unlike the baseline scenario, where defect
accumulation and incident growth are observed in
later iterations, the proposed model ensures early
identification of critical risks. The smooth
stabilization of metrics seen in Fig. 4 reflects the
controlled dynamics described by the difference
equations in formula (2), where the intensity of
preventive influence from formula (3) successfully
mitigates degradation spikes and reduces the impact
of realized risks on product quality.

The distribution of the integral risk
management effectiveness index (IRMEI) (Fig. 5)
shows a distinct shift toward higher values for the
risk-oriented  approach, indicating  systemic
improvement in the “quality-risk-cost” relationship.

baseline
risk_aware

20

-
wu
s

=
o
L

Count of projects

0-r T T T T T
-1.0 -0.8 -0.6 -0.4 -0.2 0.0
IRMEI (higher is better)

Fig 5. Distribution of the integral risk
management effectiveness index (IRMELI)

Source: constructed using the author’s software

To ensure the statistical reliability of these
findings, a Student’s t-test was performed on the
IRMEI values, confirming a highly significant
difference between the baseline and risk-oriented
strategies (p < 0.01). Additionally, the 95%
confidence interval for the mean IRMEI in the risk-
oriented scenario was calculated as [0.74, 0.82],
indicating consistent performance across the
simulated project series.

It is important to emphasize that while the
superior performance of a risk-aware strategy over a
baseline is a logically expected outcome in a
controlled simulation, the core scientific value of
these results lies in the quantitative characterization
of the non-linear «quality-risk-cost» trade-offs. The
modeling identifies specific threshold values where
further increases in mitigation expenditure yield
diminishing returns in the integral effectiveness
index, providing a practical benchmark for resource
optimization that goes beyond a simple directional
comparison.

While the current study relies on simulation-
driven synthetic data to maintain a strictly controlled
experimental environment and ensure the high
internal validity of the mathematical model, this
approach is a deliberate methodological step. It
establishes a robust "sandbox™ validation of the
IRMEI logic, serving as a necessary precursor to
empirical testing on heterogeneous and often noisy
real-world datasets from platforms such as Jira,
GitHub, or SonarQube, which are designated for the
next stage of the project's evolution.

The IRMEI distribution values in Fig. 5 were
generated through a Monte Carlo simulation of 10
representative project scenarios (N = 10). This
sample size was chosen for a pilot validation to
verify the internal consistency of the IRMEI
algorithm under varied stochastic conditions. The
histogram bins were selected using an equal-width
discretization method to highlight the bimodality of
the outcomes. The zero-frequency sub-intervals
observed in the distribution are not artifacts of data
scarcity but reflect the mathematical distance created
by the non-linear penalty function ¥ (Cpr) in
formula (4). This function ensures a sharp separation
between high-efficiency risk-aware strategies and
suboptimal baseline outliers, resulting in distinct
clusters rather than a continuous distribution.

The shift in the distribution of the effectiveness
index shown in Fig. 5 confirms the adequacy of the
proposed mathematical model. Since the IRMEI
accounts for the dynamics of risk reduction and
economic factors according to the structure of
formula (4), the results demonstrate a clear
separation  between high-efficiency risk-aware
strategies and suboptimal baseline outliers. Analysis
of the dependence of integral effectiveness growth
on additional costs (Fig. 6) further proves the
sensitivity of this criterion to resource optimization.

The absence of a significant number of
inefficient scenarios indicates the model’s ability to
avoid excessive funding of low-critical risks due to
the implemented ranking mechanism.

A sensitivity analysis was conducted to
evaluate how variations in key parameters (3, A, wk)
affect the stability of the IRMEI. The results show
that while the index is most sensitive to the initial
weighting coefficients wx (emphasizing the need for
accurate expert estimation), it demonstrates high
robustness to fluctuations in the balancing
coefficient A and mitigation efficiency P. This
robustness confirms that the proposed integrated
system of methods remains valid and interpretable
even under the typical uncertainties found in
dynamic SDLC environments.
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Fig 6. Dependence of integral effectiveness
growth on additional costs

Source: constructed using the author’s software

Furthermore, the robustness of the integrated
system of methods was verified through a series of
boundary and negative scenarios, including
significant budget overspending, incomplete risk
registers (simulating «blind spots» in identification),
and non-stationary process shifts. The results
demonstrated that the IRMEI penalty function

Y (C,,;) effectively detects and suppresses scenarios
with low economic efficiency, preventing a high
index value when quality is achieved through
excessive costs. In cases of non-stationary spikes in
defect density (modeled via &), the risk-oriented
strategy showed a faster recovery time than the
baseline. Even with a 20% underestimation of the
initial risk register, the integrated system of methods
maintained a positive effectiveness delta, proving its
resilience to the data incompleteness typical of real-
world software projects.

Within the scope of the completed tasks, an
algorithm for calculating the integral effectiveness
index was developed, a DSS software prototype for
automated risk monitoring in the SDLC was
implemented, and a comparative analysis of
response strategies was conducted. The obtained
results confirm that the integration of the risk
register, quality metrics, and economic parameters
into a unified mathematical model ensures increased
stability of testing and operational processes,
optimization of resource allocation, and reduction of
risk criticality over time. The proposed model
represents an optimal solution for evaluating risk

management effectiveness, as it provides a
guantitative,  reproducible, and  multi-criteria
assessment suitable for automation in decision

support systems.

CONCLUSIONS

In the article, an integrated system of methods
for evaluating the effectiveness of risk management
in software quality assurance systems was developed
and implemented in software. The Integrated system
of methods is based on the integration of the risk
register, dynamic quality metrics, and economic
indicators within a unified mathematical model. An
integral risk management effectiveness index is
proposed, which accounts for changes in risk
exposure, normalized improvements in quality
metrics, and the costs of response measures, thereby
enabling quantitative, reproducible, and comparable
analysis of risk management strategies within the
SDLC loop.

The implemented DSS software prototype
confirmed the viability of the proposed model and
demonstrated its ability to ensure balanced
improvement of software quality indicators,
reduction of risk criticality, and optimization of
resource allocation.

The prototype’s results validate that the
mathematical coupling between quality and risk,
established in formulas (1)-(4), provides a robust
framework for continuous evaluation.

The obtained results indicate the feasibility of
integrating the risk-oriented approach directly into
quality assurance processes and the possibility of
automated monitoring of managerial decision
effectiveness based on the integral criterion.

The scientific novelty of the work lies in the
combination of a formalized risk register, a dynamic
model of quality metric evolution, and an integral
effectiveness index into a single software-
implemented integrated system of methods, which
allows the evaluation of risk management
performance while accounting for multi-criteria
factors and economic constraints.

The practical value of the results lies in the
possibility of applying the developed approach as a
module of decision support systems in software
quality assurance processes, as well as in its
adaptation to CI/CD tools, defect tracking systems,
and security monitoring platforms.

Further research should be directed toward the
integration of real SDLC metric repositories,
extension of the model to include causal factors of
the development environment, and the application of
machine learning methods for predicting risk
evolution and  automated  generation  of
recommendations for optimizing quality assurance
processes.
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AHOTALIA

AKTyaJbHiCTB. Y CTarTi po3MISHYTO NMpoOJIeMy KiIBKICHOIO OLIHIOBAaHHS €()eKTHBHOCTI PH3MK-MEHEKMEHTY B CHCTEMax
3a0e3neueHHs SIKOCTI MPOrpaMHOro 3a0e3leueHHs] B yMOBAaxX 3pOCTaHHs CKJIAIHOCTI MPOrpaMHHMX HPOAYKTIB Ta HEOOXIIHOCTI
iHTerpauii MpoLEeCiB YIpPaBIiHHA PU3UKAMHU Y KOHTYP XHUTTEBOIO LMKy PO3pOOJIEHHS MporpamMHoro 3abesnedeHHs. [lokasaHo, 110
TpPaguLUiiHI MiZXOQW, 3aCHOBAaHI Ha EKCIEPTHHUX OIHKaX 1 MNepioNMYHMX ayauTax, He 3a0e3NedyloTh JOCTaTHBOTO PiBHS
BHMIPIOBAHOCTI pe3y/bTariB. MeTor cTaTTi € po3po0ieHHs Ta Ballifallisl iIHTErPOBAHOI CHCTEMH METOMIB KUTBKICHOTO OLiHIOBaHHS
e(eKTHBHOCTI PU3HK-MEHEKMEHTY, 10 0a3yeThCs HA IOEIHAHHI TEXHIYHMX METPHK Ta SKOHOMIYHHMX IOKA3HHKIB. 3aB/aHHSA:
JocmipkeHns: mepedavyae iHTErpalilo peecTpy PHU3WKIB, IUHAMIYHMX METPHK SIKOCTI MPOrpaMHOro 3abesneueHHs (IIUIbHICTH
nedekTiB, TeCToBe MOKPHUTTS, CepeAHid uyac 0e3BiAMOBHOI pOOOTH, YacTOTa IHIMACHTIB OE3MeKH) Ta IOKAa3HUKIB BHTpAT Ha iX
00poOKy B €IuHY aHamiTH4YHY cucreMy. Meroam: Y Mexax IOCHIIPKEHHA C(HOPMOBAHO MAaTEMAaTH4HY MOJEIb, SKa OIUCYE
B33a€MO3B 130K MK PH3MKOBOIO EKCIIO3HUIIIEI0 Ta CEBOJIIOLIEI0 MOKA3HHKIB SIKOCTI Y CIPUHTOBIH CTPYKTYpi JKHTTEBOIO IHMKIY
po3pobiieHHsi. Meroauka peaii3oBaHa y BHIVISJl IPOrPAMHOrO HPOTOTHUIY MOIYJS CHCTEMH MiATPUMKH TNPUHHSTTS PIlllCHb.
HayxoBa HoBu3Ha: [lonsirae y nmoenHanHi (popMai3oBaHOIO PU3UK-PEECTPY, AMHAMIYHOI MOJIEIi METPUK SKOCTi Ta IHTErpalbHOro
KpHTepito eeKTUBHOCTI B €IMHY NPOrpaMHO peajii3oBaHy METOAUKY, LIO 3a0e3neyuye BiATBOPIOBaHICTh pe3ynbrariB. [IpakTrnuyna
3HaunMicTh: [lomsirae y po3poOiieHHI iHTErpOBaHOI CHCTEMH METOIB, sIKa MOEAHYE (OpMaTi30BaHUN PH3UK-PEECTP, JUHAMIUHY
MOJIEJIb METPHK SIKOCTi Ta iHTerpajbHHUI KpuTepiit epexruBHocti. L[5 iHTerpoBana cucrema MeTofiB 3abe3neuye BiATBOPIOBAHICTS i
MOPiBHIOBAHICT PE3yJIbTATIB IIUISIXOM CTBOPEHHS €IMHOI0 AJITOPUTMIYHOIO KOHTYPY OL[IHIOBAHHS y MEXaxX CIPUHTOBOI CTPYKTYpPH.
PesyabTraTn. ImiTamiline MOJETIOBaHHS JASMOHCTpYE 30alaHCOBaHE MOKPAIICHHS IOKa3HHUKIB SIKOCTi, 3HMKCHHS CyMapHOI
PHU3HMKOBOI €KCIO3MIIT Ta MiJABHIICHHS IHTErpalbHOrO 1HISKCY e(EeKTHBHOCTI MPU 3aCTOCYBAHHI PU3HK-OPIEHTOBAHOTO MIiAXOLY.
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