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ABSTRACT

The problem of processing large amounts of data transmitted over wireless communication networks with low bandwidth is a
pressing one, and it is one of the main obstacles to the effective deployment of such networks. The most rational way to solve this
problem is to conduct research on improving the compression method, or using a combination of data compression methods, which
will reduce the volume and time of data transmission. The purpose of the research is to increase the compression of data transmitted
between an unmanned aerial vehicle and a control point and reduce the processor time for compressing one packet of the source
coding process for a wireless communication channel using the MAVLink protocol in conditions of limited resources of the
microcontroller of an unmanned aerial vehicle. The task set in the work was to develop an improved lossless data compression
algorithm when using it within the Mavlink v2 protocol and evaluate the compression efficiency. The methods used were to improve
the source stream compression when exchanging data using the MAVLink protocol, which is characterized by small packet volumes.
Source coding with lossless compression was carried out by forming bit masks and pairwise compressing them according to their
properties. The scientific novelty consists in the development of a sequential pair source coding algorithm for a wireless
communication channel, which implements stream coding of bytes of the packet structure, which provides lossless information
compression. The practical significance of the results obtained lies in the possibility of effective application in the development of
communication systems for control and information exchange between a control point and an unmanned aerial vehicle using the
MAVLink protocol. The results of the work are the improvement of the source coding algorithm for effective lossless compression
of MAVLink packets in communication systems under conditions of limited resources of an unmanned aerial vehicle, and the
establishment of the inefficiency of known algorithms for small MAVLink packets. that the total volume of packets is reduced by
fifty-four percent. Comparison of the compression efficiency of the proposed improved source coding algorithm and known
compression algorithms showed that the total volume of packets is reduced by seventeen percent. In addition, when using the
proposed algorithm, the processor time consumption for compressing one packet is significantly reduced (on average, compression of
one packet lasts less than a microsecond), which is significantly less than when using known compression algorithms. The
conclusions of the work are the proposal of an improved compression algorithm for a wireless communication channel, which
provides a higher compression ratio compared to the considered algorithms during streaming serial-pair encoding of bytes of
MAVLink protocol packets.
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INTRODUCTION

The transition to digital society is driving
significant advances in new technologies across
various spheres of human activity [1], [2]. Digital
transformation affects all segments of human life
[3], [4]. A future society supported by technology
can provide a higher standard of living. The
transition to a digital society generates large
volumes of digital data and requires advanced
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compression methods. Data compression in various
mabile devices helps conserve battery power [5].
Unmanned aerial vehicles (UAVs) are
becoming increasingly popular. These vehicles are
controlled remotely via a ground control station or
autonomously via a programmed task. Over the past
decade, the concept of UAV traffic control has
become a reality. In particular, the MicroAirVehicle
(MAVLink) communication protocol was developed
to exchange data between the control point and the
UAV, aggregating the necessary data and
information for unmanned traffic control. Therefore,
when controlling unmanned aerial vehicles, it is
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necessary to compress the data transmitted to the
UAV. In addition, reducing the amount of
information  transmitted through the channel
increases the channel's resistance to destructive
influences.

The process of data transmission from the
control point to the UAV s carried out using the
MAVLink protocol. The transmission algorithms
operate in real time based on a microcontroller with
limited resources.

When  transmitting large  amounts  of
information over communication channels with
limited bandwidth, data compression is crucial for
increasing channel capacity. On the other hand,
transmitting a smaller amount of data over a
communication channel requires less processing
time of the UAV microcontroller and, accordingly,
saves battery power. An unsolved problem is the
lack of an effective data compression algorithm in
the communication system operating under the
MAVLink protocol.

LITERATURE REVIEW AND PROBLEM
STATEMENT

In [6], a comparative analysis of the impact of
de-parsing by scaling data on lossless data
compression methods is carried out. Different
compression algorithms are analyzed according to
the efficiency criteria, such as the time required for
compression, the time required for decompression,
and the compression ratio. These factors are
evaluated together with the scaled dataset process.
The relationship between scaling and data
compression ratio is established. However, the
method proposed in this work may reduce the
compression ratio compared to a single array when
the packet volume is small.

In [7], an efficient lossless compression of
records is investigated. An adaptive arithmetic
coding approach is proposed that uses an entropy
encoder to securely and properly encode data. In this
method, the compression ratio can be controlled by
changing the mathematical coding methods. This
approach allows you to achieve an optimized
compression ratio using a statistical method that
considers the relative frequencies for each symbol,
regardless of the permutation in which the symbols
are used in the file. The authors emphasize that a
faster version of adaptive arithmetic coding can be
used for large data sets, but issues related to the
compression of small volumes remain unresolved
within the MAVLink protocol.

Some studies emphasize that data compression
is a crucial factor in increasing the efficiency of
computing in conditions of increasing data volumes

[8]. Despite the potential to improve system
performance, studies have identified significant
problems with existing compression methods,
mainly due to their high computational requirements
against the background of constantly growing data
sizes. The authors of [8] note that one way to
increase computing efficiency is to use a more
advanced processor equipped with programmable
systems on a chip (SoC) and specialized
compression accelerators. However, issues remain
unresolved regarding the compression of small
amounts of data, such as those available in UAVs.
All this provides grounds for arguing that it is
advisable to conduct a study aimed at overcoming
the relevant difficulties by improving the
compression algorithm for streaming information in
the communication system between the unmanned
aerial vehicle and the control point.

In parallel, there is a rapid development of
sensor networks, in which large amounts of
information circulate. In the Internet of Things
system, including wireless sensor networks, battery
energy saving is a matter of paramount importance
[9]. Although electronic devices, as well as software,
are constantly developing, battery development
technologies have not kept up with this. In addition
to the fact that each sensor node usually uses
batteries for power, these sensors often cannot be
changed or recharged in the usual way. In all sensor
node operations, wireless communication is the most
energy-intensive operation. Therefore, to extend the
sensor node's battery life, it is necessary to limit
information transmission over the wireless network.
This can be done using data compression. For this, it
is important to choose an effective, simple data
compression algorithm, since the energy, memory,
and computing resources of the sensor node are very
limited. A similar problem arises when using UAVs.
In [10] it is noted that most often the nodes of
wireless sensor networks are in uncontrolled,
potentially dangerous environments. Therefore, the
battery life, memory capacity, and computing power
in these nodes are significantly limited.

This study emphasizes that the collection and
transmission of compressed data can significantly
increase the energy efficiency of the network and
ensure secure data transmission. The approaches to
information compression and power consumption
reduction described in the mentioned work can be
applied to UAVs.

There is a need to develop efficient methods for
compressing data circulating in sensor networks by
developing a new literal structure [11]. The
application of the proposed idea to the
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communication lines between UAVs and the control
point clearly requires additional research. In [12], a
high-speed lossless data compression algorithm
called SnappyR is proposed for communication
between low-power devices. The authors propose a
combination of data compression methods that
reduces data size without compromising data
quality. This proposal improves on the well-known
Snappy algorithm by introducing new literal and
match token structures that achieve a better
compression ratio. An improved compression
algorithm is proposed for computing and data
storage systems that require high-speed, lossless data
compression. The ideas presented in the mentioned
work can be applied to further research on UAVS.

The development of intelligent networks (INs)
in the energy sector requires integrating digital
technologies into facility management and network
status monitoring [13]. In [14] it is emphasized that
due to the rapid development of intelligent network
technologies, huge amounts of system data are being
created for the INs. These large amounts of system
data are intended for monitoring network status and
warning of malfunctions. The large volume of data
creates significant challenges for data transmission
and storage. In [14], a method of lossless data
compression based on the improved Lempel-Ziv-
Welch algorithm is proposed. Similar processes can
be observed when transmitting data from UAVSs, but
the issue of using the LZMA method within the
MAVLink protocol needs to be studied.

The increasing amount of data circulating in the
INs, particularly in the smart meter environment,
also requires improvements in data compression
[15]. Thus, improvements in lossless data
compression technology are becoming an important
factor for system data processing. In this paper,
several compression methods are investigated for
application in the specific case of smart meters.
Based on the research presented in this paper, further
work is needed on data compression methods for
streaming MAVLink packet compression. An
integral process of INs is monitoring the dynamics
of energy systems [16]. Due to the large volume of
this data, communication and data storage systems
face serious difficulties. In this paper, several
compression methods are investigated to select a
lossless data compression method that provides
more efficient communication within the INs and
improves the storage of this data. This study
suggests the need for further research on data
compression methods for MAVLink packets.

The widespread use of remote sensing of Earth
generates large amounts of telemetry data and

requires its compression [17]. It is known that the
high-speed data transmission during remote sensing
of the Earth in real time depends on the conditions
of signal propagation [18], therefore, information
compression allows you to reduce the
communication session and thereby maintain a
stable connection. In [19], it is argued that when
transmitting telemetry information, it is advisable to
use data compression methods without loss of
original information. In this work, the Lempel-Ziv-
Markov and GZIP methods are used to compress
synthetic telemetry data. These methods improve
transmission efficiency, data transfer rates, and
compression ratios, but they are not appropriate for
transmitting information from UAVs. Onboard
satellite hyperspectral images are characterized by a
large amount of data collected with decreasing
distance to the ground sample, and limited onboard
resources to meet relatively stable channel
bandwidth requirements. In [20], an efficient
hardware architecture for a simple lossless algorithm
for compressing hyperspectral data on board a
satellite, operating in a sequential band order, is
presented. The implementation of the specified
approach to compressing hyperspectral data provides
a bandwidth of ~3.8 Gbit/s at a clock frequency of
238 MHz with less use of satellite system resources.
However, using efficient hardware architecture for a
simple lossless algorithm on a UAV has limitations.
All this provides grounds for arguing that it is
advisable to conduct a study of data compression
methods for MAVLink packets.

Encoding the information source for data
compression can be performed with or without loss.
In [8] it is emphasized that a significant acceleration
of compression processes is provided using high-
speed equipment. However, installing high-speed
equipment on a UAV significantly increases its cost
and is not advisable for mass production. Therefore,
another approach to increase compression efficiency
is to improve known compression algorithms [11].

As is known, telecommunication traffic in
packet data systems is considered a heavy-tailed
process. There are many complex approaches to
traffic forecasting; however, in the simple case of
stationary traffic, they may not be needed, and a
simple approach such as the Kolmogorov-Wiener
filter can be used [21]. The results of this work can
be used to forecast stationary telecommunication
traffic in packet data systems, including when using
the MAVLink protocol. At the same time, the use of
both discrete and continuous Kolmogorov-Wiener
filters in UAVSs can be used for fairly accurate short-
term forecasting of a stationary random process [22].
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In [23], it is shown that increasing the
compression ratio can be achieved using a neural
network, allowing a flexible balance between model
complexity and compression ratio. At the same time,
when applying the specified approach to UAVS, the
issue related to connecting the UAV to the neural
network remains unresolved. On the other hand,
when building wireless sensor networks, it is very
important to choose an effective, simple data
compression algorithm, since the energy, computing
resources, and memory capacity of sensor nodes are
very limited [9]. All the above factors are relevant
for communication between the UAV and the
control point. Therefore, the development of the
specified approach for UAVs requires further
research. With the development of modern
technologies, the amount of data generated, for
example, by LCLP (Linear Code Linear
Programming) devices is very significant. At the
same time, these devices themselves are low-power
and cannot perform complex calculations [12]. The
same applies to UAVS' information-processing
capabilities. On the other hand, data transfer speeds
are limited across various segments of the wireless
network, including the UAV segment and the
control point.

Analysis of literature sources showed that it is
necessary to compare the effectiveness of known
algorithms also in terms of the amount of processor
time required for the compression process. Because
in most cases, the UAV does not have a high-
performance processor. In this case, the degree of
data compression depends on the size of the
accumulation buffer, which can affect the amount of
compressed information and delay information
transmission [24]. When using known algorithms to
compress one MAVLInk packet, the amount of
information transmitted over the wireless channel
may increase, since most known compression
algorithms are inefficient for working with small
amounts of data.

The problem of processing large amounts of
data transmitted over low-bandwidth wireless
networks is a major obstacle to effective
deployment. To solve this problem, it is proposed to
conduct research on improving the compression
method or on combining data compression methods,
thereby reducing data transmission time over the
wireless channel between the ground control point
and the unmanned aerial vehicle.

PURPOSE AND OBJECTIVES OF THE
STUDY

The purpose of the research is to increase the
compression of data transmitted between an

unmanned aerial vehicle and a control point and
reduce the processor time for compressing one
packet of the source encoding process for a wireless
communication channel between a ground control
point and an unmanned aerial vehicle using the
MAVLink protocol under conditions of limited
UAV microcontroller resources.

To achieve the purpose, the following tasks
were set:

— to analyze the efficiency of data compression
by existing compression algorithms Bzip2, Deflate,
LZMA when used within the Mavlink v2 protocol in
conditions of variable buffer size accumulation;

— to develop an improved lossless data
compression algorithm when used within the
Mavlink v2 protocol;

— to evaluate the efficiency of compression
algorithms: determine the values of compression
ratios and analyze the loss of processor time when
using the Bzip2, Deflate, LZMA algorithms and the
proposed ISEA algorithm when using them within
the Mavlink v2 protocol in conditions of limited
UAYV microcontroller resources.

MATERIALS AND METHODS

The object of the study is an algorithm for
compressing streaming data between an unmanned
aerial vehicle (UAV) and a control point, operating
within the MAVLink protocol. It is known that the
MAVLink communication protocol is an open-
source point-to-point network protocol used to
transmit telemetry data and control and monitor
many small unmanned aerial vehicles. This protocol
provides powerful functions not only for monitoring
and controlling flights of unmanned systems, but
also for their integration into the Internet of Things
[25], [26].

The main hypothesis of the study was that the
communication channel should be reduced to
minimise the amount of information transmitted
during the exchange between the control point and
the UAV.

The work assumed that the peculiarity of the
MAVLink protocol lies in, on the one hand, the
degree of information compression and, on the other
hand, the speed of information processing. This
peculiarity of the MAVLink protocol is due to a
small sequence of bytes (up to 280 bytes).

Therefore, the simplifications adopted in the
work consist of reducing the length of the input
information transmitted through the communication
channel.

Resolution of the Cabinet of Ministers of
Ukraine No. 835 of October 21, 2015, defines the
ZIP, Bzip2, 7z, Gzip algorithms as the main
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container formats for document exchange. At the
same time, the ISO/IEC 21320-1:2019 standard
defines the ZIP algorithm as the basic container
format for document exchange. The ISO/IEC 21320
document does not use Bzip2 as its primary
algorithm; it is based on the ZIP specification, which
uses Deflate as its main compression method. A
feature of the Deflate algorithm is that data is
compressed into separate blocks (up to 64 KB),
allowing them to be quickly unpacked without
processing the entire file. Regarding the Bzip2
algorithm, it provides higher compression than
Deflate but runs more slowly. The LZMA
compression algorithm is a lossless compression
algorithm that provides a high compression ratio and
is used in the 7z archiver. It should be noted that the
LZMA algorithm offers a higher compression ratio
than the Bzip2 algorithm. In LZMA, compression is
slower than in Bzip2, but decompression is very fast.

The paper considers the use of well-known
lossless compression algorithms such as Bzip2,
Deflate, and LZMA. It was found that they do not
work effectively with a small amount of data. And,
as a rule, with small amounts of input information,
these algorithms expand the amount of information
after compression. Because these algorithms work in
real time in a microcontroller, where resources are
limited, they were compared according to the
criterion of optimizing processor time. Such
preliminary research enabled us to develop our own
data compression algorithm, which effectively
reduces the amount of information and consumes a
small percentage of the microcontroller’s processor
time.

The article proposes an encoding algorithm for
the MAVLink communication protocol based on the
Improved Source Encoding Algorithm (ISEA). This
is a lossless compression algorithm.

The proposed algorithm can be generalized by
the following formula:

V=F(A),

where V is the total volume of the packet after
compression; A is the total volume of the packet
before compression, and F is the transformation
function.

The overall development process for the
proposed compression algorithm can be divided into
five steps (algorithm modifications). After
implementing each step, the dependence of the
volume of information after compression on the
accumulation buffer volume (i.e., the number of
MAVLink messages) was checked. If the
compression ratio was too low, the next
modification (version) of the algorithm was created.

For clarity, we present a description of the first
and fifth implementations of the proposed
MAVLink packet data compression algorithm.

Let us consider the mathematical and formal
formulation of the problem for the first
implementation. Let the input MAVLink packet be
represented as a sequence of bytes X = (x_1, x_2,
\dots, x_N), where x_i € [0, 255], and N is the fixed
or dynamic packet length (N < 280).

The algorithm encodes the input array X into an
output array of compressed data Y using two
classification bit masks:

— sign/boundary mask (M_{sign}): determines
whether a number is small (< 0xO0F);

— subrange mask (M_{range}): determines
which of the 15 linear intervals in steps of 16 values
the number x_i belongs to if it exceeds OxOF.

Formally, for each x_i, the range step k_i is
defined as: k_i = \Ifloor rac{x_i}{16} floor.

The value of the remainder (delta) for packing
is calculated as: \Delta_i = x_i \pmod{16}.

Packing of two consecutive deltas \Delta_i and
\Delta_{i+1} into a single byte of the output stream
is done using a bitwise shift of 4 bits to the left for
the first element: y {packed} = (\Delta_i \Il 4) \lor
\Delta_{i+1}.

Let us consider a step-by-step decomposition of
the first implementation of the algorithm. The
algorithm operates within the framework of clearly
defined sequential stages.

1. Initialization: writing the original packet
length N into the first two bytes of the output
buffer Y.

2. Scanning and forming the first mask:
traversing the array X. If x_i< 15, the corresponding
bit in the bit mask is set to 1, otherwise to 0. The
fully formed mask bytes are written to the output
stream.

3. Forming the range mask: for elements where
the mask bit is 0, the interval index Kk i is calculated.
The obtained index is written to the corresponding
half-byte (nibble) of the subrange mask.

4. Pairwise compaction: elements are
transformed into their four-bit deltas \Delta_i.
Adjacent deltas are combined in pairs into bytes
using nibble shifting logic and appended to the end
of the resulting array.

The program operates on basic low-level data
structures without using dynamic memory allocation
inside the compression function:

— Static byte arrays (uint8_t): used as linear
buffers to minimize processor overhead.

— Pointers (Puint8_t): for fast direct addressing
and memory shifting during bitwise packing.
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The complexity of the first implementation of
the algorithm was evaluated with respect to the
length of the input packet N, as shown in Table 1.
The linear time complexity O(N) and constant space
complexity O(1) make the first implementation of
the proposed algorithm extremely fast and suitable
for embedded onboard UAV systems with strict real-
time constraints.

Let us consider the mathematical and formal
formulation of the problem for the fifth
implementation of the proposed algorithm. This
algorithm  consistently combines  Run-Length
Encoding (RLE) with pairwise packing of low
nibbles (small numbers).

Let the input MAVLink packet be represented
as a sequence of bytes X = (x_1, x_2, \dots, x_N).
The compression is performed in two discrete
stages.

Stage I: sequential compression (RLE). The
sequence X is mapped to an intermediate sequence
V = (v_1, v_2, \dots, v_M). If the element x_i is
repeated R times in a row (R > 2), it is encoded by
the pair: v_j = x_i, \quad v_{j+1} = R. In this case,
the fact of repetition is recorded in the
corresponding bit mask of the array.

Stage II: pairwise packing of low nibbles. The
resulting array V is analyzed for the presence of
adjacent small numbers. The packing possibility
criterion for two adjacent bytes is determined by the
predicate: P(v_i, v_{i+1}) = (v_i \le 15) \land
(v_{i+1} \le 15). If P(v_i, v_{i+1}) = ext{true},
these two bytes are combined into the final byte of
the output stream Y according to the formula: y k =
(v_i Ml 4) \lor (v_{i+1} \land OxOF). To identify the
application of this stage, a marker flag (0x80) is
added to the beginning of the output packet.

Let us consider a step-by-step decomposition of
the fifth implementation of the proposed algorithm.

1. The first stage (RLE compression): iterative
scanning of the input data with a repetition counter.
If the current byte equals the next, the counter is
incremented. The result, together with the mask, is
written to a temporary buffer.

2. Analysis of the feasibility of the second
stage: the program scans the intermediate buffer and
counts the number of pairs that satisfy the condition
of a small number (< 0xOF), estimating the final data
volume.

3. Decision-making (fuse): if the calculated
future size is larger than the current one, the second
stage is cancelled, and the data is returned in the
state after Stage I.

4. Pairwise bit packing: if compression is
beneficial, the bytes are shifted bit-wise to the left

and right nibbles, respectively, reducing the physical
size of the array by half for each pair.

To ensure two-stage processing, the algorithm
uses a more complex memory management model.

— Dynamic memory (heap): using the "malloc()’
function to create an intermediate buffer “buffer2
inside the encoding function. At the end of
processing, “free()" is necessarily called.

— Control variables and flags: special logical
flags (‘true’/false’) and bit markers to mark the
decompression phases.

The complexity of the fifth implementation of
the algorithm was estimated with respect to the
length of the input packet N, as shown in Table 2.
The fifth implementation of the proposed algorithm
provides  higher  mathematical ~ compression
efficiency (especially in the presence of a series of
zeros in MAVLInk), but has a higher spatial
complexity O(N) due to dynamic memory
allocation.

RESULTS OF THE STUDY ON
INCREASING THE EFFICIENCY OF THE
SOURCE CODING PROCESS FOR A
WIRELESS COMMUNICATION CHANNEL

Study of the efficiency of existing
compression algorithms when used within the
MAVLink protocol

The objective of the research in this section was
to analyze the efficiency of data compression by
existing compression algorithms, Bzip2, Deflate,
and LZMA, when used within the MAVLink v2
protocol under conditions of variable accumulation
buffer size.

To solve this problem, a test file with a set of
Mink v2 messages of 151 KB was created. The
methodology of this study was that the Bzip2,
Deflate, and LZMA algorithms encoded each
message  separately, “simulating  real-time
operation.” After that, the compression ratio was
calculated. In this case, an “accumulation buffer”
with different volumes was considered; that is, the
dependence of the compression ratio on the size of
the input information was studied. When these
algorithms did not effectively compress a small
amount of input data, the size of the “accumulation
buffer” was changed, respectively, by 5, 10, 20, or
40 MAVLink messages.

The Bzip2 algorithm was first investigated.
Table 3 shows the dependence of the change in the
total size of the information after compression
(compression ratio) of data by the Bzip2 algorithm
on the size of the “accumulation buffer”.
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The term “compression ratio” shows how many For clarity, in this table, the size of the
times the original file has decreased: information after compression is compared with the
S=Vo/V, size of the input information without the

- rat,

compression procedure (presented as percentages).
where V is the initial packet size; Vrat is the packet
size after compression.

Table 1. Estimated computational complexity (O-notation) of the first implementation of the
proposed algorithm

Difficulty type | Difficulty class Mathematical justification

Time O(N) The algorithm performs 3 consecutive linear passes over the data
array of length N (counting mask 1, counting mask 2, packing
deltas). There are no nested loops. Total time T(N) =c_1 \cdot N +
¢ 2\cdot N + ¢_3\cdot N = O(N)

Space O(N) The algorithm uses a fixed number of local variable counters and

masks. The amount of additional memory does not depend on the

change of N, since the work is done directly in dedicated external
buffers

Source: compiled by the authors

Table 2. Estimated computational complexity (O-notation) of the fifth implementation of the
proposed algorithm

Difficulty type | Difficulty class Mathematical justification

Time O(N) The algorithm contains several sequential passes (RLE, size analysis,

and final packing). The nesting of the loops is limited and does not

depend on the square of the data, since the inner RLE loop simply
shifts the main index forward. Total: T(N) = O(N)

Space O(N) Unlike the first version, this algorithm requires allocating an
additional dynamic buffer whose size is directly proportional to the
length of the input packet N. That is, S(N) = O(N)

Source: compiled by the authors

Table 3. Dependence of the compression efficiency of the Bzip2 algorithm on the
volume of the “accumulation buffer*

Indicator Number of MAVLink messages in buffer

1 5 10 20 40

The volume of information after compression, KB 142 117 103 91 83
Data compression ratio 1.063 1.290 | 1.466 1.659 | 1.819

Source: compiled by the authors

Table 4. Dependence of the compression efficiency of the Deflate algorithm on the
volume of the “accumulation buffer”

Indicator Number of MAVLink messages in buffer

1 5 10 20 40

The volume of information after compression, KB 110 86 81 77 71
Data compression ratio 1.372 1.755 | 1.864 1.961 | 2.126

Source: compiled by the authors

Table 5. Dependence of the compression efficiency of the LZMA algorithm on the
volume of the “accumulation buffer”

Indicator Number of MAVLink messages in buffer

1 5 10 20 40

The volume of information after compression, KB 105 84 77 71 65
Data compression ratio 1.438 1.797 | 1.961 2.126 | 2.323

Source: compiled by the authors
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The Deflate algorithm was tested similarly to
the Bzip2 algorithm. The work with a separate
MAVIink package and with the size of the
“accumulation buffer” of 5, 10, 20, 40 packages was
evaluated (Table 4). The results of testing the LZMA
algorithm are presented in Table 5.

Testing of the LZMA algorithm was carried out
similarly to testing of the Bzip2 and Deflate
algorithms.

The conducted research showed that the data
compression ratio of the Bzip2 algorithm is in the
range from 0.612 to 1.819, while according to the
data of work [25] the compression ratio depending
on the data type for this algorithm is in the range
from 1.320 to 19.208; the Deflate algorithm has a
compression ratio in the range from 1.372 to 2.126,
while according to the data of work [27] the
compression ratio depending on the data type for
this algorithm is in the range from 4.958 to 14.911;
the LZMA algorithm has a compression ratio in the
range from 1.438 to 2.323, while according to the
data of work [27] the compression ratio depending
on the data type for this algorithm is in the range
from 1.639 to 12.198.

Studies conducted on the effectiveness of the
Bzip2, Deflate, and LZMA compression algorithms
when used within the Mavlink v2 protocol showed
that the obtained compression ratios are not
sufficiently high. This necessitates the development
of an improved compression algorithm.

Development of an improved information
compression algorithm

During the study, five modifications of the
improved information compression algorithm (ISEA
— Improved Source Encoding Algorithm) were
developed, each applied to the MAVLink v2 test set
of messages, totaling 151 KB. In Table 6, the
obtained compression ratios for each modification of
the improved source encoding algorithm (ISEA) are
compared.

The coefficients of the sequence X1 are
obtained:

0x0C — OxDF;

0x0D — OxEF;

OXOE — OxFF.

The highest data compression ratio was
achieved with the fifth modification of the ISEA
algorithm within the Mavlink v2 protocol. This
modification of the ISEA algorithm was used in
further studies.

Research on CPU time consumption when
using different compression methods in
conditions of limited microcontroller resources

The task of the study in this section was to
evaluate the efficiency of compression algorithms:
to determine the values of the compression ratio and
to analyze the loss of processor time when using the
Bzip2, Deflate, LZMA algorithms and the proposed
ISEA algorithm when using them within the
Mavlink v2 protocol in conditions of limited UAV
microcontroller resources.

During the study, the effectiveness of both the
developed compression algorithm and the Bzip2,
Deflate, and LZMA algorithms was tested not only
by the degree of packet compression, but also by the
criterion of algorithm speed (processor time spent on
the compression procedure).

The evaluation was carried out on an x86
processor with a core clock frequency of 3.9 GHz by
two indicators:

— the average value of the processor time spent
(in microseconds) for packet compression;

— the maximum value of the processor time
spent (in microseconds) for packet compression.

The proposed sequential-pair compression
algorithm ISEA (fifth modification) was compared
with the known algorithms Bzip2, Deflate, LZMA
[27], according to efficiency criteria, such as
compression ratio and algorithm speed. Table 7
shows the results of comparing the compression
ratios per MAVLink packet for the proposed
improved algorithm of the fifth modification (ISEA)
and for known compression algorithms.

Table 8 shows the average and maximum times

0x00 — Ox1F; required to compress a single packet for different
0x01 — Ox2F; compression algorithms.
0x02 — 0x3F; Comparison of the proposed fifth modification
0x03 — 0x4F; of the developed ISEA compression algorithm with
0x04 — Ox5F; the Bzip2, Deflate, and LZMA algorithms according
0x05 — 0x6F; to two criteria; compression ratio and algorithm
0x06 — Ox7F; speed (value of processor time spent) showed the
0x07 — Ox8F; advantage of the proposed ISEA compression
0x08 — 0x9F; algorithm. Analysis of the second efficiency
0x09 — OXAF; criterion, namely the algorithm'’s speed, shows that a
0x0A — OxBF; significant reduction in the average time spent by the
0x0B — 0xCF; processor when compressing one packet with the
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ISEA algorithm helps preserve the UAV's battery
charge and, accordingly, increases the UAV's flight
time.

DISCUSSION OF THE RESULTS

According to Table 3, the Bzip2 algorithm is
ineffective with small amounts of data. If this
algorithm is used to compress a single MAVLink
packet, the final size of the information entering the
communication channel will decrease slightly, and
the compression ratio will be 1.06. If you use an
“accumulation  buffer” of 40 packets, the
compression ratio will be 1.819. However, with such
a size of the “accumulation buffer” of 40 packets,
the compression and accumulation process in the
buffer will lead to delays in information
transmission. Therefore, Bzip2 is not effective for
use in the system under study.

From Table 4, the Deflate algorithm is more
efficient than the Bzip2 algorithm. But it still
requires the creation of an accumulation buffer.
When working with a separate MAVLink package,
the compression ratio will be 1.372.

From Table 5, the LZMA algorithm is more
efficient than the Deflate algorithm. But it still
requires the creation of an accumulation buffer for
more efficient compression.

The first modification of the proposed
algorithm was to reduce the value of one byte to four
bits and keep two bytes in one.

When forming a new compressed packet, the
first two bytes record the initial size of the incoming
packet. Next, a bit mask is formed for all bytes of
the packet, with each byte weighted by X/8. Each bit
stores information about whether the byte is <=
OxOF. If not, then four bits are written to the second
bit mask (in the next field), which contains the
coefficient from which four bits of the current block
must be subtracted to obtain the full eight-bit value.

Thus, the ISEA compression algorithm in the
first modification consists of the following:

1) information (sequence of bytes X) is read
from the source;

2) the size of the source information X is
determined;

3) the initial size of the compressed packet is
formed from 2 bytes of the sequence X;

4) for each byte of the sequence X, if it is
greater than OxOF, a byte with a coefficient from the
sequence X1 is formed; otherwise, we go to the next
byte;

5) after considering all bytes from the sequence
X, each pair of bytes is written 4 bits into one
common byte.

Compression is achieved by storing a 2-byte
value in a single byte and using small values in the
packet (<= OxOF). In the worst case, the packet size
will be 2 + (X /8) + (X /2) + (X /2) [bytes], where
X is the size of the input packet.

Table 6. The value of the degree of information compression for five modifications of the ISEA

algorithm
Indicator ISEA algorithm modification number
1 2 3 4 5
The volume of information after compression, KB 97 91 90 86 83
Data compression ratio 1556 | 1.659| 1.677| 1.755 1.819

Source: compiled by the authors

Table 7. Results of comparing the efficiency of the improved source coding algorithm with other
algorithms when compressing a single MAVLink packet

Indicator Compression algorithm name
Bzip2 Deflate LZMA ISEA
The volume of information after compression, KB 142 110 105 83
Data compression ratio 1.063 1.372 1.438 1.819
Source: compiled by the authors
Table 8. Dependence of the processor time spent on the packet compression on the
type of compression algorithm
Indicator Compression algorithm name
Bzip2 Deflate LZMA ISEA
Average CPU time spent, us 14 11 150 0.6
Maximum CPU time spent, ps» 56 64 321 4
Source: compiled by the authors
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The algorithm in the first modification without
an additional accumulation buffer reduces the total
amount of information to 97 KB (Table 6). But it
does not respond very much to the size of the input
packet. However, this is the only algorithm that
compresses individual  MAVLink  packets.
Therefore, there was a need to improve (simplify)
the first compression modification.

Instead of preserving the size of the input
packet to calculate the bit masks in the compressed
packet, the second modification of the algorithm
uses the following packet structure: 1 mask byte that
indicates which of the next 8 bytes were combined.
If it is not possible to concatenate the bytes, then the
value is not written because it will not result in
compression (since we still must remember 4 bits).

Then the ISEA compression algorithm in the
second modification is as follows:

1) the compressed information according to the
first modification of the algorithm (sequence of
bytes X) is read, and the size of X is determined,;

2) for every 8 bytes of the sequence X, a mask
byte is formed, the bits of which take the value 1 if
the current byte is greater than OxOF and - O
otherwise;

3) after considering all bytes from the sequence
X for each set of 8 bytes, pairs of bytes in which the
mask bits are 0 are combined by 4 bits into one
common byte (as in the first modification).

The size of the original packet, in the worst
case, will be (X/8) + X. That is, 2 bytes of the
sequence have been removed (according to the rule,
1 byte describes the next 8 bytes), and the packet is
decoded without loss.

The results of evaluating the effectiveness of
the second modification of the compression
algorithm showed that it reduces the total amount of
information to 91 KB.

In the third modification to the ISEA
compression algorithm, it is proposed to increase
compression by searching for a larger number of
byte pairs with values <= OxOF.

Let the algorithm calculate all the pairs of bytes
before compression. These pairs will be divided into
groups of coefficients, from which it is necessary to
subtract the values of the bytes. The total coefficient
of the system (from 0x00 to OxFF) is determined by
the largest number of pairs of bytes from this group.
That is, if in the sequence of pairs of bytes, the
values of which come from 0x00 to OxOF are less
than the pairs of bytes with values from Ox5F to
0x6F, then the total coefficient will be Ox6F. All
bytes will be subtracted from this coefficient to get a
larger number of pairs that can be compressed. And

the first byte of the output sequence stores the index
of the coefficient (from 0x00 to OxOF). In the third
modification of the algorithm, the output length of
the compressed packet is also calculated, and if it is
neither less than nor greater than the input sequence,
then the output MAVLink packet is transmitted,
which starts with OXFD.

It was found that the total amount of
information when using the third modification
decreased to 90 KB (Table 6).

To increase the compression level, the fourth
modification uses a bit mask to indicate that this
byte has a linear repetition (the next byte specifies
the number of repetitions). That is, a certain idea of
the PPM (Prediction by Partial Matching) algorithm
is implemented: an adaptive statistical algorithm for
lossless data compression based on contextual
modelling and prediction, in the PPMd version.

In this case, there is no point in processing the
first byte: it will always remain as OxFD, i.e. the
MAVLink packet header. In addition, the rule is
checked: if, after compression, the packet has not
decreased or, on the contrary, increased its size, then
the packet is transmitted without compression. Since
the header is not processed, the first byte of the bit
mask will not exceed the value Ox7F. Thus, if the
first byte is OXFD when decoding, then this is the
original MAVL.ink packet.

It was found that for the fourth modification of
the algorithm (which includes the previous three
modifications), the total amount of information
decreased to 86 KB.

The fifth modification combines all previous
modifications of the algorithm. The first
modification of the algorithm eliminates consecutive
repetitions, and the second compresses newly
formed pairs. There is also a requirement to check
the packet size. At the output, we have the first byte
either OxFD (indicating the original MAVLink
packet), a mask with a value from 0x80 to OxBF
(indicating pairwise compression), or a mask with a
value up to O0x80 (indicating a compressed
sequence).

It was found that for the fifth modification of
the algorithm (which includes the previous three
modifications), the total amount of information
decreased to 83 KB (compression ratio 1.819)
(Table 6).

Unlike [25], which reports an average
compression ratio of 3.825 for the Deflate algorithm,
in the conducted study, when compressing one
MAVLink packet with this algorithm, the
compression ratio was 1.372 (Table 7).
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For the LZMA algorithm, the study obtained a
compression ratio of 1.438, whereas the average
compression ratio reported in [25] is 5.88.

According to the data of work [25], the
compression ratio for the Bzip2 algorithm is 5.975,
and in the conducted study, when compressing one
MAVLink packet with the Bzip2 algorithm, the
compression ratio was 0.616 (Table 7). That is,
applying the efficient Bzip2 compression algorithm
to small amounts of data is not effective.

Instead, the proposed compression algorithm
for compressing a single MAVLink packet yields a
compression ratio of 1.8193. This becomes possible
due to the use of the fifth modification of the
proposed algorithm.

The study found that the improved source-
encoding algorithm requires significantly less
processor time for compression than the known
algorithms Bzip2, Deflate, and LZMA (Table 8).

The proposed ISEA algorithm effectively
compresses small amounts of data. In contrast, the
LZMA algorithm compresses data effectively but
requires the creation of additional accumulation
buffers and consumes a lot of computing resources.
Among the considered compression algorithms,
Bzip2 showed the best compression results (in terms
of CPU time). It was determined that the known
compression algorithms increase the volume by 5-
10% after compression for relatively small
MAVLink packets in real-time mode. They begin to
work effectively if an accumulation buffer is created
for MAVLink messages. However, creating an
accumulation buffer will lead to signal delays in the
channel and a decrease in communication efficiency.

The proposed ISEA algorithm improves
transmission efficiency and enhances the channel’s
immunity to destructive influences. When using the
proposed ISEA algorithm, the total amount of
transmitted information is reduced by 17 %.

The scope of the proposed compression
algorithm is limited to its use in information

exchange using the MAVLink protocol. And its
efficiency relative to known algorithms is due to the
small amount of data it compresses. The
computational complexity of the algorithm's basic
operations is O(N), making it suitable for real-time
systems.

The disadvantage of the proposed compression
algorithm is its difficulty in scaling to other
protocols. This may require significant research into
the mathematical improvement of this algorithm for
these specific cases.

CONCLUSIONS

1. It was determined that the considered
compression algorithms, Bzip2, Deflate, and LZMA,
do not provide the proper degree of compression of
MAVLink packets in conditions of variable
accumulation buffer volume.

2. An ISEA compression algorithm is proposed
for a wireless communication channel between a
control point and a UAV, which provides a higher
compression ratio compared to the considered
algorithms  during  streaming  serial-pairwise
encoding of bytes of MAVL.ink protocol packets.

3. The efficiency criteria of lossless
compression  methods were evaluated: the
compression ratio values were determined, and the
speed of algorithms (processor time consumption)
was analyzed when using the Bzip2, Deflate, LZMA
algorithms and the proposed ISEA algorithm within
the Mavlink v2 protocol in conditions of limited
UAV microcontroller resources. It was found that
the proposed ISEA algorithm provides an average
compression time of less than 1 microsecond per
packet, while the LZMA algorithm consumes about
150 microseconds.

Further research should focus on developing
encryption and coding algorithms for the
communication channel between the control point
and the UAV to improve noise immunity.
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AHOTAIIS

AKTYaJILHOIO € TIpo0JieMa 0OpOOKH BETMKUX OOCSTIB JIAaHWX, IO MIEPEalOThCsl B OE3JPOTOBUX MEpekax 3B'I3KY 3 HU3BKOIO
MIPOITYCKHOIO 3IaTHICTIO € OJHI€I0 3 OCHOBHHX IEPENIKOJ I e()eKTUBHOTO PO3rOpTaHHS TaknX Mepex. HalbinbIm panioHaaIsHUM
[ULIXOM PO3B’S3Ky JaHOi MPOOJIEMH € NPOBEINECHHS JOCIIIKEHHS IIOAO BIOCKOHAICHHS METOLY CTHCHEHHS, ab0 BHKOPHCTAHHS
KoMOiHamii METOMIB CTUCHEHHS JIaHWX, IO JO3BOJUTH 3MEHINIMTH OOCST Ta dYac mepeaavi JaHux. MeTow TOCTiIKeHHsSI €
30UIBIICHHS] CTUCHEHHS JIAaHWX IO MEPENAIOThCS MK OC3MIJIOTHAM JITAILHAM amaparoM i IMyHKTOM KEPYBaHHS Ta 3MCEHINCHHS
MIPOLIECOPHOTO Yacy Ha CTHUCHEHHS OJIHOTO IIaKeTy IIpolecy KOIyBaHHS JUKepena Ui Oe3IpoTOBOro KaHay 3B°SI3KY 3
BUKOpHCTaHHsM Tmporokony MAVLINK B ymoBax 0OOMEXEHHX pPecypciB MiKpOKOHTposepa Oe3IiJIOTHOro JTAJIbHOIO amapara.
3aBaaHHs, 110 OYJI0 MTOCTABJICHO B POOOTI MOJATAIO0 B pO3pOO0Ili BIOCKOHAICHOI'O AJITOPUTMa CTUCHEHHS JJaHUX 0e3 BTpaT Mpu Horo
BUKOpHCTaHHI B pamkax nporokoiny Mavlink v2 Ta owinni edexruBHOCTI cTUCHEHHS. MeTOIH, SIKi BAKOPUCTOBYBAIUCH TOJISATANH Y
BJIOCKOHAJICHHI OTOKOBOTO CTHUCHEHHs JpKepena npH oOOMiHI JaHHMH 3 BHKOpPHCTaHHSM mpoTtokoiay MAVLIink, mo
XapaKTepU3YeThCsl MaNUMHK obcsiraMy nakeTiB. KomyBaHHS jkepera i3 CTHCHEHHSM 0e3 BTpaT 3/iHCHIOBAIOCH IIUIIXOM (OpMYBaHHS
MOOITHUX MAcoK Ta TIONMapHOro iX YIIUTEHEHHS BIiAMOBIZHO N0 X BiactuBocTeil. HaykoBa HOBHM3HA moisTrae po3poOii anropuTMa
TIOCTIIIOBHOTO TIAPHOTO KOAYBAaHHS JpKepena Uil Oe3IpOTOBOrO KaHATy 3B'I3KY, SIKMH pealli3ye MOTOKOBE KOAYBaHHS OaiiTiB
CTPYKTYPH TAKeTiB, 110 3a0e3neuye cTHCHeHHs iHpopMarii 6e3 BTpat. [IpakTHyHa 3HAYNMICTH OTPUMAaHUX Pe3yIbTaTiB MOJIATAE y
MOXKJIMBOCTI €()eKTHBHOTO 3acTOCOBaHI MHpH po3poOIl cHUCTeM 3B’SA3Ky Ul KepyBaHHS Ta OOMiHI iH(opMmarii MiX ITyHKTOM
KepyBaHHs Ta OC3MJIOTHUM JiTalbHUM amapaToM 3a mnporokonoM MAVLINK. Pe3yabramu poGOTH € BIOCKOHAJICHS alTOPUTMY
KOJYBaHHS JpKepena Juisi epeKTHBHOro CTHCHEHHs 6e3 BTpat makeriB MAVLINK B cucremax 3B’3Ky B yMOBax 0OMEKECHHX PeCypcCiB
GE3IMIIOTHOrO JITAIBHOrO amapary Ta BCTaHOBJICHHS HEeEKTHBHOCTI BiJOMHX alropuTMmiB mis Maimux makeriB MAVLink.
[NopiBHSHHS eQEeKTHBHOCTI CTHCHEHHS 3alIPOIIOHOBAHOTO BJIOCKOHAIEHOTO aITOPUTMY KOAYBaHHS JDKepelia Ta BiIOMHX aJrOPUTMIB
CTHCHEHHS TI0Ka3aJo, [0 3arajJbHUHA 00CAT MaKeTiB 3MEHIIYETHCS Ha ITSITAECAT YOTHUPH BiACOTKH. KpiM TOro, mpu BUKOpPHCTaHHI
3aIPONIOHOBAHOT0 aJITOPUTMY CYTTEBO 3MEHIIYIOTHCS BUTPATH IPOLECOPHOrO Yacy Ha CTHCHEHHS OIHOIO MAKeTy (B CepelIHbOMY
CTHCHEHHSI OJTHOTO TAaKeTy TPHBA€ MEHIE MIKPOCEKYHIM), IO 3HAYHO MEHIIe, HiX NpPH BUKOPHCTAaHHI BiJOMHX aJTOPHTMiB
CTHCHEHHsl. BHCHOBKaMM pOOOTH € NPOIMO3UIIisl BIOCKOHAJICHOTO alTOPUTMY CTHCHEHHS Ul O€3pPOTOBOrO KaHAIy 3B'I3KY, KU
3a0e3neduye OUTBIINIA CTYMIHb CTHCHEHHS y MOPIBHSHHI 3 PO3MIISHYTHMH QJITOPUTMaMH ITiJ] Yac MOTOKOBOT'O ITOCHIJOBHO-TIAPHOTO
KOZyBaHHs 0aiiTiB makeriB nporokory MAVLink.

Kumo4oBi cyioBa: morokoBa iH(opMallis;, KaHal 3B’sI3Ky, CTHUCHEHHs1 Oe3 BTparT; IyHKT KepyBaHHs; mpotokon MAVLink;
aITOPUTM CTUCHEHHS

ABOUT THE AUTHORS

Valerii 1. Magro - PhD, Associate Professor, Information Security and Telecommunications Department. Dnipro
University of Technology, 19, Dmytro Yavornytskyi Ave. Dnipro, 49005, Ukraine

ORCID: https://orcid.org/0000-0003-4238-6733; magro.v.i@nmu.one. Scopus Author I1D: 6602911357

Research field: telecommunications, radio engineering, radio physics, cybersecurity

Marpo Banepiii IBaHoBMY - kaHauaar (i3MKO-MaTeMaTH4YHUX HAyK, JOLEHT, npodecop kadeapu besnexkn
iHdopmanii Ta TenexkomyHikauiii, HaunioHanpHuil TexHi4HUI yHiBepcuTeT «/IHINPOBChKA MONMITEXHiKa», mp. Jmurpa
SBopuuibkoro 19. ninpo, 49005, Ykpaina

Valerii I. Korniienko - Doctor of Engineering Sciences, Professor, Head of Information Security and
Telecommunications Department. Dnipro University of Technology, 19, Dmytro Yavornytskyi Ave. Dnipro, 49005,
Ukraine

ORCID: https://orcid.org/0000-0002-0800-3359; korniienko.v.i@nmu.one. Scopus Author I1D: 56446921900
Research field: telecommunications, automation, cybersecurity

Kopuienko Basepiii IBaHoBHY - 1OKTOp TeXHIUHMX Hayk, mpodecop, 3aBimyBau kadenpu besnexku inpopmarii Ta
TeJeKoMyHiKauiil, HarionaneHuii TexHi4HUil yHiBepcuTeT «/{HINpOBChbKa MOMITEXHiKay, mp. JMuTpa SIBOpHHUIIBKOTO,
19. quinpo, 49005, Ykpaina

Dmytro S. Tymofieiev - Senior Lecturer, Information Security and Telecommunications Department. Dnipro
University of Technology, 19, Dmytro Yavornytskyi Ave. Dnipro, 49005, Ukraine

ORCID: https://orcid.org/0000-0002-9718-6678; tymofieiev.d.s@nmu.one. Scopus Author ID: 55437340600
Research field: information technology, cybersecurity, information security management

Tumodees murpo CepriiioBuu - crapmmii Bukiagad kadenpu besmeku iHpopmamii Ta TeneKOMYyHiKalid.
HauionanbHuitl TeXHIYHUI yHIBepcuTeT «/IHIIPOBChKa MOMiTeXHiKa», np. Amutpa SBopHunbkoro, 19. ninpo, 49005,
Vkpaina

Iryna M. Udovyk - PhD, Associate Professor, Dean of Information Technologies Faculty. Dnipro University of
Technology, 19, Dmytro Yavornytskyi Ave. Dnipro, 49005, Ukraine

ORCID: https://orcid.org/0000-0002-5190-841X; udovyk.i.m@nmu.one. Scopus Author ID: 55998874400

Research field: information technology, computer science, software engineering, cybersecurity

YnoBuk Ipuna MuxaiitiBHa - KaHIUIAT TEXHIYHUX HAYK, JOLEHT, JekaH (akynprery [HdOpMaLiiiHUX TEXHONOTIMH.
HauionanbHuitl TexHIYHUI yHIBepcuTeT «/IHITPOBChKa MOMiTeXHiKa», np. Jmurpa SIBopHuiskoro, 19. {xinpo, 49005,
| Vkpaina

288 Theoretical aspects of computer science, ISSN 2663-0176 (Print)
programming and data analysis ISSN 2663-7731 (Online)



