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ABSTRACT

Modern information management systems operate in complex adaptive environments characterised by high dynamics,
uncertainty and continuous hybrid disturbances, which significantly complicates the maintenance of coordinated control. Under such
conditions, traditional approaches focused on reliability and performance of individual components are insufficient, as they do not
account for systemic interactions between subsystems and the risk of loss of overall controllability. This creates a need for the
development of mathematical approaches for quantitative assessment of system controllability as a key property of the resilience of
critical information infrastructure. The aim of this study is to develop a mathematical model for assessing the controllability of
information management systems operating in complex adaptive environments, taking into account the interaction of functional
subsystems, external and internal disturbances, and control actions that influence system dynamics. Methodology: The study
employs a vector—matrix approach to dynamic modelling, in which the information management system is represented as a set of
interacting functional subsystems described in the state space by a system of differential equations. The model incorporates inter-
subsystem interactions, degradation processes, external disturbances and control actions, as well as the influence of cognitive factors
on system behaviour. Numerical verification of the proposed model is performed using the fourth-order Runge—Kutta method within
a scenario-based analysis framework. The information management system is formalised as a set of five interacting functional
subsystems, including infrastructural, network-communication, application, analytical-cognitive and user levels. An integral system
controllability coefficient is introduced as a scalar functional of subsystem states, interaction parameters and control inputs. It is
shown that this coefficient enables quantitative identification of transitions between stable, adaptive, crisis and pre-collapse operating
regimes. An interpretation scale is developed that relates the values of the coefficient to subsystem coordination and the probability
of management desynchronisation. The results of numerical modelling confirm the sensitivity of the proposed indicator to
destabilising influences and its ability to reflect the effectiveness of compensatory control actions. The proposed approach extends
existing methods of assessing system stability and reliability by introducing a dynamic integral indicator that captures the combined
influence of structural interactions, control actions and cognitive factors on system behaviour. The scientific novelty lies in the
formalisation of system controllability as a quantitative functional characteristic that reflects the ability of a complex system to
maintain coordinated operation under destabilising conditions. Practical value: The developed model provides a practical tool for
application in real-time monitoring systems and decision support platforms for critical information infrastructure, enabling early
detection of loss of controllability and supporting the design of adaptive response strategies.
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INTRODUCTION management information system (hereinafter MIS)
architectures are transforming these systems from
traditional  information-processing  tools into
complex adaptive structures, upon whose stability

The rapid digitalization of society, the growth
in data volumes and the increasing complexity of
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depends. Modern MIS integrate distributed
computing resources, network and communication
subsystems, application services, analytical and
cognitive modules, and human-machine interfaces,
operating in an environment characterized by highly
dynamic events, heterogeneous data sources, and
constant external and internal disturbances. Under
such conditions, it is not only the performance or
reliability of individual components that becomes
crucial, but also the system’s ability to maintain
controllability — that is, to ensure coordinated
interaction between subsystems, the stability of
information flows, and the predictability of
responses to changes in the environment.

In this study, the term “complex adaptive
environment” is used in an extended sense as a
dynamic system that modifies its parameters and
interaction structure in response to the state of the
MIS. Unlike classical control theory, where
adaptivity is considered an inherent property of the
system itself, the environment is interpreted here as
an active factor that shapes the evolving conditions
of system operation.

Research in the field of information systems
mainly focuses on individual aspects of fault
tolerance, cybersecurity, service quality and
compliance with SLA (service level agreement)
metrics, and rarely provides a holistic view of the
information system as a single managed entity [1],
[2]. Typical metrics, such as availability, reliability
or MTBF (mean time between failures), describe
important but local properties and do not account for
systemic interactions between subsystems, the
effects of accumulated delays [3], long-term
degradation processes, and the increase in entropy of
the information environment. Consequently, there is
a lack of formalized tools that would allow the
detection of early signs of loss of controllability, the
monitoring of the transition from a stable to a critical
operating mode, and the quantitative assessment of
the impact of control actions on the overall state of
the system, particularly when it comes to MIS of
critical information infrastructure objects.

Scientific research is developing approaches
involving goal-oriented design, the use of agent-
based models, game theory methods, and cognitive
and scenario-based modelling to describe complex
techno-social systems [4], [5]. At the same time,
these approaches are predominantly applied to the
analysis of individual subsystems of user behavior,
network traffic and cyber incidents, and rarely result
in the formation of a coordinated integrated indicator
that would characterize the global controllability of
the MIS in dynamics. This creates a research gap

between conceptual models of complex adaptive
systems and practical requirements for the
monitoring and control of real-world information
management system.

In this context, it is important to develop a
mathematical framework that enables the description
of an information system as a system of interacting
functional subsystems, each with its own states,
resources and channels of influence; formalizes the
processes of degradation and compensatory control;
and provides for the introduction of an integrated
indicator that quantitatively reflects the level of
system controllability. Such an approach should be
sufficiently versatile for application in various
classes of information systems, whilst also being
suitable for implementation in real-time computing
environments and integration with modern decision
support systems, in particular those utilizing
artificial intelligence methods.

The scientific novelty of this work lies in the
formalization of the controllability of information
management systems as a dynamic integral indicator
that reflects the coherence of the functioning of
interacting functional subsystems within a complex
adaptive environment. Unlike classical indicators of
reliability, stability or structural controllability, this
work introduces, for the first time, the coefficient of
system controllability (hereinafter referred to as the
CSC), which is defined as a functional of the system
state vector, subsystem interaction parameters and
control influences, and allows for the quantitative
identification of transitions between stable, crisis
and collapse modes of operation.

To achieve the main objective of the study, a
number of specific research tasks must be addressed.
Firstly, to carry out a conceptual formalization of the
MIS as an object comprising interdependent
functional subsystems, the operation of which is
described by a state vector of their capacity.
Secondly, to develop a mathematical framework in
the form of a system of vector-matrix differential
equations that accounts for the dynamics of inter-
subsystem interaction via the connection intensity
matrix, cognitive penetration effects and degradation
processes. Thirdly, to scientifically justify the
introduction of the proposed integral coefficient of
system controllability (CSC) as a scalar functional
that aggregates deviations of the system’s current
states from optimal values. Furthermore, to
numerically verify the model using the 4th-order
Runge-Kutta method and to develop an algorithmic
scheme by integrating it into a decision support
system (DSS), in order to transition to proactive
monitoring and the formulation of adaptive

ISSN 2663-0176 (Print)
ISSN 2663-7731 (Online)

Information technologies and computer systems 381



Bazarnyi S. V., Murr Pierre, Voitko O. V., Husak Yu. A, Yevseiev S. P.
/" Herald of Advanced Information Technology

2026; Vol.9 No.3: 380-399

strategies for the protection of critical information
infrastructure assets.

RELATED WORKS
In the study [6], the issue of controllability of
information  systems in  complex adaptive

environments, or Cyber-Physical-Social Systems
(CPSS), is being explored along several
complementary lines of research; however, it has not
yet resulted in a single integrated approach.
Research on the controllability and observability of
networked and non-linear systems demonstrates that
the structural properties of networks, the ranks of
controllability/observability matrices and the types
of connections critically determine the possibility of
achieving desired states of multi-system objects,
which creates a theoretical basis for introducing an
integral coefficient of system controllability in
information management system. In parallel, models
of reliability and survivability for critical
information infrastructure are being developed,
which focus on the fault tolerance of components,
recovery times and the preservation of functions
under cyber threats, however, these typically remain
oriented towards post-event assessment rather than
continuous real-time monitoring of controllability.

The study [7] focuses on decision support
systems for the protection of critical infrastructure
and agent-based scenario models of socio-technical
systems, which provide tools for scenario analysis,
simulation of actor behavior and the formulation of
adaptive response strategies, yet do not combine
these capabilities with a formalized dynamic
controllability = metric  for the information
management system as a single entity. Taken
together, these approaches highlight a scientific
challenge arising from the absence of an integrated
mathematical model that would simultaneously
account for the network controllability, reliability
and resilience of critical infrastructure, cognitive and
informational influences, and would be directly
embedded in decision-support systems for the
guantitative assessment of the controllability of
information management system in complex
adaptive environments.

The theoretical foundations of controllability
and observability in networked dynamic systems are
set out in [8], [9], which formalize the dependence
of the controllability of network states on the
topology of connections, the rank of controllability
matrices, and the heterogeneity of nodes.

In particular, the research [10] highlights the
role of node heterogeneity in multi-subsystem
objects, which directly correlates with the need to

introduce an influence intensity matrix into the
model to describe the interaction between such
functional subsystems, which are structural elements
of the MIS and the spaces in which the subsystem

performs its functions (infrastructural-physical,
network-communication-cybernetic, applied-
informational, analytical-cognitive, and user-

psychological). These approaches provide the basis
for introducing an integral coefficient of system
controllability as a characteristic of multi-subsystem
MIS.

The next critical area of research involves
transforming classical approaches to reliability into a
concept of the viability of complex systems. The
fundamental principles of reliability modelling for
complex systems, laid out in [11], allow for the
formalization of probabilistic failure characteristics.

However, for modern MIS real-time control
systems, standard parameters are no longer
sufficient.

An important contribution to the development
of the mathematical framework for evaluating
complex systems is the research [12] devoted to the
development of models for reliable structures of
information and control systems. This work
emphasizes the need to account for the structural
integrity and functional stability of systems under
dynamic conditions and confirms that the reliability
of an MIS depends on the configuration of
interactions between subsystems, which logically
supports the use of a matrix of local control
influences. The authors’ proposed approach to
modelling structural components correlates with the
concept of dividing MIS into infrastructure,
network, application and cognitive subsystems, and
the use of analytical models to describe the states of
control systems serves as the basis for a vector-
matrix differential equation that describes the
dynamics of the performance of functional
subsystems. This therefore allows the concept of a
‘reliable structure’ to be integrated into the broader
context of ‘controllability’ and enables the proposed
coefficient system controllability (CSC) to be
interpreted as a measure of management
effectiveness and an indicator of the preservation of
the system’s structural viability under conditions of
high entropy.

Modern methods for assessing the survivability
of complex systems operating in an uncertain and
stochastic environment occupy a special place in this
analysis. In [13], a mathematical framework for
assessing reliability parameters is proposed, which is
based on taking into account uncertainty factors,
which is critical for systems facing unpredictable
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external influences. The use of parameter assessment
methods under conditions of uncertainty provides a
basis for calculating the entropy of the cognitive
field, which serves as an indicator of chaos and
instability. Therefore, the application of such models
extends the classical understanding of reliability to
the level of strategic stability and enables the
proposed model to detect failures and predict the
threshold values beyond which resonant instability
and complete loss of system coordination occur.

A contribution to the development of the theory
of resilience in complex control systems is also
demonstrated by the study [14], which proposes a
framework for enhancing the cyber resilience of
critical infrastructure based on a dynamic
capabilities approach. The authors emphasize that, in
the context of modern cyber threats, the resilience of
facilities depends not only on static protection but
also on the system’s ability to adapt and rapidly
transform its functions during the active phase of an
attack. The study authors’ conclusions regarding the
need for continuous improvement of defense
capabilities underscore the relevance of introducing
the (CSC) as a tool for the early detection of
transitions to collapse modes. The integration of the
dynamic capabilities approach into the mathematical
framework allows the controllability of the MIS to
be viewed not as a steady state, but as a continuous
process of maintaining the functional capacity of
subsystems under conditions of high entropy. This
makes it possible to interpret the proposed scale of
values as a measure of the realization of the system’s
dynamic capabilities in countering destabilizing
threats.

An important step in developing a methodology
for assessing critical infrastructure systems is to take
into account the findings of the study [15], which
presents a unified conceptual framework for
assessing the resilience of critical infrastructure. The
authors use the Delphi method to verify stability
parameters, which allows the most significant
influencing factors to be identified in the context of
complex systemic risks. The justification of the
integrated approach in this work demonstrates the
need for a unified assessment framework for
interdependent systems, which directly correlates
with the objective of developing an integrated
coefficient of system controllability (CSC). The
application of expert methods to determine the
weighting of indicators forms the methodological
basis for using the expert assessment method when
determining the weighting of functional subsystem
parameters. The authors’ emphasis on creating

measurable viability indicators underscores the idea
of introducing a scale of CSC values to classify MIS
operating modes into stable, transitional and critical.
The integration of provisions on a unified stability
assessment allows the mathematical model to be
interpreted as an applied implementation of similar
frameworks for digital environments [16]. This links
dynamic changes in the state vector of subsystems
with global standards for ensuring the resilience of
critical information infrastructure objects, which is
particularly important for enhancing the predicted
resilience of public administration.

The current stage of development of decision
support systems (DSS) in the field of critical
information infrastructure protection is characterized
by a shift from static knowledge bases to intelligent
real-time monitoring platforms. Research conducted
within the framework of international projects such
as CIPRNet/ERNCIP [17] and RESIIST [18]
demonstrates the effectiveness of integrating large
datasets on systemic risks to develop scenario-based
emergency response plans. In particular, the
methodological approaches of this project focus on
assessing the interdependencies between different
types of infrastructure, which provides the basis for
using the (CSC) proposed in this work as a key input
parameter for DSS analytical modules.

The integration of mathematical models into
DSS enables a shift from merely recording incidents
to predicting the controllability of the entire system.
According to the findings in [19] regarding the
rethinking of management and control processes,
modern control systems require tools to detect early
signs of subsystem desynchronization before a
critical collapse occurs. In this context, the use of
artificial intelligence methods to analyse critical
destabilization nodes, as mentioned in [20], [21],
directly correlates with the model for finding
equilibrium trajectories using the methods described
in [22]. Thus, the developed model formalizes the
level of controllability via an indicator and serves as
the algorithmic core for automated situational
analysis systems, ensuring the selection of the most
robust response configurations in the face of modern
cyber threats.

Ensuring the MIS in complex adaptive
environments requires taking into account the non-
linear dynamics of interaction between technical
components and the human factor, which justifies
the use of agent-based modelling methods for socio-
technical systems. The methodological foundations
developed in the study [23] allow the structure of
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such systems to be formalized through a set of
autonomous agents, each of which is endowed with
its own behavioral rules and utility functions. This
approach creates conditions for modelling emergent
effects and cognitive turbulence, which in the model
correlates with the analysis of cognitive field
entropy and the probability of service
desynchronization. In parallel, the concepts of agent-
based modelling [24] provide a toolkit for scenario-
based simulation of large-scale self-organization
processes, enabling the investigation of the
resilience of MIS to cascading failures and targeted
destabilizing influences. The integration of agent-
based models with scenario analysis enables the
translation of theoretical principles regarding
complex adaptive systems into applied algorithms
for solving dynamic games with incomplete
information.

The use of the approaches in [25] confirms the
validity of the transition from deterministic
calculations to stochastic modelling of equilibrium
trajectories, which is necessary for real-time
calculation of the integral (CSC). Thus, the agent-
scenario approach serves as a link between the
structural stability of the network and the dynamics
of management collapse, ensuring the high
predictive capability of the proposed mathematical
model.

A study of the integration of blockchain
technologies into comprehensive information
security systems for state registers [26] presents a
systematic approach to enhancing the resilience of
critical state-level information systems through
decentralized transaction verification and consensus
protocols, emphasizing audit transparency, the
impossibility of insider data manipulation, and the
creation of immutable event logs in distributed
ledgers. Despite the progressive nature of the
approach, this work focuses on static resilience, and
blockchain logging is reactive (post-event audit)
rather than proactive (predictive controllability),
which limits its integration into DSS for crisis
response.

An analysis of research in this field indicates
that most existing approaches focus either on the
structural controllability of network systems or on
the reliability and resilience metrics of individual
critical infrastructure components. At the same time,
these works lack a formalized indicator that
integrates the dynamics of inter-subsystem
interaction, degradation processes and control
actions into a single quantitative measure of the

global controllability of an information management
system. The system controllability coefficient
proposed in this paper fills this research gap by
combining the apparatus of control theory, the
modelling of complex adaptive systems, and the
practical requirements of decision support systems.

RESEARCH AIM AND OBJECTIVES

The aim of this article is to develop a
mathematical model for assessing the controllability
of information management systems operating in
complex adaptive environments.

To achieve this aim, the following objectives
were identified:

—to analyze the features of the functioning of
modern management information systems as
complex adaptive systems in  destabilized
environments;

—to decompose the MIS structure into key
subsystems (infrastructure, network, application,
cognitive and user) to determine their impact on
overall manageability;

— to define and formalize the indicator (CSC) as
an integral metric of stability and manageability;

—to develop a system of differential equations
that describe the dynamics of changes in the MIS
state under the influence of destabilizing factors,
resource degradation and cognitive penetration;

—to develop an interpretative scale of
manageability levels for classifying system states
(from stable to collapse) in order to support
management decision-making;

—to test (verify) the model on examples of real
crisis states of critical infrastructure (in particular,
under martial law) to confirm its adequacy.

Despite the extensive use of classical
controllability and stability metrics, a direct
guantitative comparison with the proposed system
controllability coefficient remains limited due to the
absence of universal integral indicators of a similar
type. However, qualitative comparison shows that
the proposed coefficient is consistent with
established approaches in control theory, including
Lyapunov  stability criteria and  structural
controllability concepts, while extending them by
incorporating  inter-subsystem interactions and
cognitive influences.

RESEARCH METHODOLOGY

To achieve this objective, an integral coefficient
of system controllability is introduced, which
enables the classification of CSC operating modes
into stable, transitional (adaptive and crisis) and
critical (pre-collapse and limit) modes, as well as
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supporting the decision-making process regarding
adaptive control and the enhancement of the stability
of such systems. The paper formalizes the dynamics
of interaction between the functional subsystems of
an information system, introduces the integral
coefficient of system controllability and justifies its
interpretation, and analyses the possibilities for the
practical integration of the proposed model into
decision-support systems and critical information
infrastructure monitoring platforms.

Within the proposed approach, the management
information system is represented as a vector of
states of interacting functional subsystems, each of
which is characterized by its own set of parameters:
resource availability, query processing intensity,
sensitivity to external disturbances, and recovery
capability. This approach makes it possible to
describe both normal and degraded modes of
operation through a single dynamic model, as well
as to account for both local and global control
influences at the system-wide level. For
formalization, a vector-matrix framework is
employed, within which changes in the state of
subsystems are defined by a system of differential
equations describing the balance between intra-
system interactions, natural degradation processes,
and compensatory control actions.

Particular attention has been paid to modelling
the interaction of subsystems under stochastic
disturbances characteristic of modern digital
environments. The intensity of interaction is
described by a connection matrix, the elements of
which reflect the strength and direction of influence
of one subsystem on another, and which may also
change over time under the influence of external
factors (load variations, the occurrence of abnormal
events, changes in network configuration).
Numerical integration methods and scenario analysis
are used to study the model’s behavior, enabling the
assessment of the system’s sensitivity to parameter
changes, the identification of critical combinations
of loads and disturbances, and the determination of
ranges of stable operation.

The integral CSC is introduced as a function of
the current states of the subsystems and the
parameters of their interaction, aggregating
information about the level of coordination of the
system’s operation into a single scalar indicator.
Based on an analysis of the coefficient’s dynamics,
an interpretation scale is formed, which allows for
the identification of regions of stable operation,
transient modes with increased sensitivity to
disturbances, and critical states in which the
system’s controllability is significantly reduced.

This provides the basis for developing monitoring
algorithms that track the indicator’s value in real
time, generate warning signals when threshold levels
are reached, and initiate adaptive control strategies
aimed at restoring the information system to an
acceptable operating mode.

In the context of the digital transformation of
information systems and the intellectualization of
situational analysis, this research is based on the
mathematical modelling of the controllability
dynamics of management information system as
complex adaptive systems comprising five
interrelated functional subsystems: infrastructure,
network and communications, application, analytical
and cognitive, and user subsystems. The input
variables of this work are presented in the form of
resources and information flows, and the output
effects take the form of strategic advantage or the
neutralization of destabilizing influences.

The state of each subsystem i at time t is
describped by a scalar power variable:

P (t),i(i =1,5), which forms the system’s state

vector, with dynamics defined by a vector-matrix
differential equation that accounts for inter-
subsystem interactions via the connection intensity
matrix, cognitive penetration, and degradation
processes (in particular, with accumulated delays
and the entropy of the information environment).

The scalar power variable x;(t) is interpreted as
an integral indicator of the functional capability of a
subsystem, whose physical or informational
meaning varies depending on its level. In particular,
at the technical level it represents throughput and
computational resources; at the information level,
the intensity of data processing and transmission; at
the cognitive level, the level of cognitive load and
decision-making capability; and at the managerial
level, the efficiency of coordination and response
speed.

In this study, the concept of cognitive
penetration is interpreted as a generalised external
disturbing influence of a socio-technical nature that
affects the state of a subsystem through
informational, behavioural and managerial
mechanisms, and is mathematically associated with
the class of uncontrolled or partially controlled
disturbances in control theory. Unlike the classical
approach in control theory, where a disturbance is
treated as an additive input signal that affects the
system without altering its internal structure, in the
proposed model the cognitive penetration vector
@(t) has a structural — dynamic character.
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Its influence manifests not only in changes of
subsystem states but also in modifications of the
intensity of inter-subsystem interactions, the level of
cognitive coherence, and the parameters of system
operation. In the proposed model, the terms
“cognitive” and “adaptive” are not introduced as
independent mathematical categories but are treated
as interpretative extensions of the classical
framework of dynamical systems theory. At the
same time, their distinguishing feature lies in the fact
that the corresponding influences are formalised as
input signals that affect the structure of inter-
subsystem interactions, which differentiates the
model from classical approaches.

The introduced variables x; (t) are interpreted as
a quantitative measure of the functional capability of
the i-th subsystem, integrating resource availability,
information  processing intensity,  disturbance
resilience, and recoverability. The set of these
variables forms the system state vector. In a
generalised form, the model can be represented in
the state-space form as a system:

x=f(xu,d),

where X(t) is the state vector of the subsystems, u(t)
denotes the control inputs, and d(t) represents
external disturbances.

To formulate scenario analysis rules, the
dynamic model has been supplemented with a
logical-algebraic framework utilizing methods of
Boolean algebra and set theory, which allow the
formalization of relationships between threat
sources, system vulnerability and compensatory
control actions [27], [33].

A quantitative  assessment of  system
controllability is carried out using the integral
coefficient CSC(t), which aggregates the deviations
of the current states of the subsystems from their
optimal values, taking into account the permissible
stability intervals, where an increase in the
coefficient above unity signals a risk of cascading
loss of control.

Numerical verification was performed using the
fourth-order Runge-Kutta method for three scenarios
[22] (steady state, degradation under cyberattacks,
adaptive correction) with normalised initial
conditions and parameters (a 30 % increase in
interaction intensity, cognitive penetration by 50 %),
with results presented as dynamic coefficient curves
and tables confirming the transition from stable
values of 0.15 to critical values of 0.82, followed by
arecovery to 0.22.

The research methodology is supplemented by
the theory of dynamic games with incomplete
information for stochastic agents with utility
functions, expert assessment of the weighting of
interaction matrix parameters, and cognitive
scenario modelling for integration into decision
support systems focused on crisis management,
cybersecurity and critical infrastructure monitoring,
with the potential for real-time implementation
based on artificial intelligence platforms. The
scientific objective of the research is to construct an
integrated mathematical model that combines
approaches from analytics, modelling, information
security and applied mathematics to analyze
interactions in the context of critical infrastructure
protection, and involves assessing activity based on
a matrix of aggregate reactivity.

Table 1 has been compiled to illustrate the
proposed indicator (CSC), presenting a comparative
analysis of the terminological framework,
formalization mechanisms and specific applications
of the relevant concepts within the context of
mathematical modelling.

To verify the proposed CSC model, a
comparative analysis was carried out of the key
elements of the state system’s functioning during
two crisis phases — 2014 and 2022 (Table 2) -
presenting relevant indicators, including the level of
strategic controllability, cognitive resilience and
information security [28].

Based on the generalised characteristics for the
periods of 2014 and 2022, a hypothetical trajectory
of the CSC can be constructed, which confirms the
consistency of qualitative assessments with the
model dynamics.

This trajectory is not derived from direct
numerical reconstruction of historical data but
represents a qualitative projection of CSC dynamics
within the proposed model framework. It reflects the
transition between system states through changes in
subsystem coordination, cognitive resilience and
control integrity, thereby providing indirect
validation of the model’s adequacy without
requiring explicit empirical time-series data.

A comparative analysis of specific crisis phases
in the operation of the control system is used in this
paper as an illustrative example of the application of
the proposed system controllability coefficient scale.
The estimates provided are not the result of a direct
numerical calculation of the model, but serve as a
conceptual interpretation of possible values of the
CSC based on known characteristics of management
coordination, information stability and cognitive
unity of the system in different periods [29], [30].
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Table 1. A comparison of concepts relating to the coefficient system controllability

No. Description of the - . .
ltem Term mechanism Formalization Use in modelling
1 Co?lt:tze / Loss of management | The controllability coefficient, defined in z/lgg ?:]I'r}gngggn;ﬂis i?]f aco;tirsti);
ap functions terms of the loss-of-control function ySten y
Failure situation
Determined by a decline in the . . .
Loss of Breakdown of the | effectiveness of management channels and Modelling dlsturb_ancgs in control
2 | Command hain of q ducti in th . P loops and their impact on
and Control | chain of command |a re uction in the responsiveness o stability
management structures
Strategic .| The strategic loss of management|Modelling the consequences of a
3 Decapita- Removal/suspension structures is described by an indicator that | lack of strategic management in a
. of management L . S
tion reflects a decline in management functions | conflict situation
Leadership | A lack of guiding |It can be modelled mathematically due to Mod_e_llm_g the decline in system
4 o . . - stability in a context of political
Vacuum | principles for society | the low level of strategic controllability o .
disorientation
Disruntion Loss of svstem The breach index is determined based on|Use in technical models to
5 P T SYst digitalization and data security parameters, | identify the extent of disruption
Index functionality I . -
which include stochastic factors to critical systems
- Evaluation using functions that describe | Modelling systemic instability
Instability Level of system ; o : EA :
6 X i entropy changes in a system, characterizing | using deterministic or stochastic
Factor (IF) instability : o
the degree of chaos and instability models
Collapse It is determined by the threshold values in Mc_;delllng of system _coIIapse
. S . points under conditions of
7 Trigger System collapse  |the  stability = dynamics  parameters|’. ifi [ and i |
Threshold corresponding to critical points significant external and  interna
disturbances
Coefficient f lized A mathematical model for calculating CSC d f del  of
System . .A ormalize (t), which assesses managerial competence Eroposq or a fmodel o
8 .| indicator of a loss of | 7! - . interactions and the prediction of
Controllabi- controllabilit based on the combined impact of all manacerial collanse
lity (CSC) Y components g P
Source: prepared by the authors
Table 2. The dynamics of system controllability and strategic coherence
. The crisis phase of 2014 The crisis phase of 2022
Criterion

(Administrative collapse)

(Resilient governance)

The state of the
country's leadership

A complete loss. No centralized control

Maintaining continuity of leadership. A clear
chain of command

Coordination of
Ukraine’s defense
forces

Absent. Some members of the leadership and
other bodies are disoriented and disorganized

Coordination at the appropriate level. Rapid
response to external factors, proactive resource
development

Civilian control

Panic. No official statements from the

system’s leadership

A major information campaign

Information security

A complete failure. Agents of influence
controlled the communication platforms

A coordinated information policy. Blocking
channels, institutionalizing information security

Societal cognitive
resilience

High level

A high level of unity

Reaction from
international partners

Uncertainty, confusion. Doubts about the
effectiveness of the management system

Strong international support, clear agency.
Direct financial and humanitarian aid

level CSC

CSC(t) ~0,9 — the near-total collapse of the
chain of command

CSC(t)~0,1-0,2 operational control has been

maintained, and effective strategic management
has been implemented

Results within the
first 30 days

The onset of loss of control

A strategic victory in the system defense phase

Source: compiled by the authors
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Analytical ~ summary. In 2014, the
controllability of the management system declined —
this is a classic example of a management collapse.
In 2022, by contrast, the absence of a collapse (low
index) formed the basis for a successful response.
The constructed model forms the basis for
determining the CSC coefficient function, which
mathematically describes the system’s
controllability at various points in time and allows
for a quantitative assessment of the degree of
preservation of informational subjectivity. The
values of the CSC, as a function of time and the
influence of functional subsystems, provide a basis
for predictive modelling of the interaction of their
scenarios in the context of developing adaptive
strategies to counter destabilizing threats.

The proposed scale of values for the system
controllability  coefficient is based on an
interpretation of the power dynamics of functional
subsystems and the level of entropy in the system’s
cognitive field, as shown in Table 3. The identified
intervals of the system controllability coefficient
correspond to qualitatively different modes of
operation — ranging from stable to collapsing — and
can be used as threshold benchmarks in monitoring
and decision-support systems for the timely
detection of loss of controllability.

The proposed threshold values of the CSC are
obtained based on scenario analysis and
generalisation of numerical simulation results. They
are interpretative in nature and may be refined
through statistical processing of empirical data in
future studies.

The development of the mathematical
framework is based on an analysis of the key
principles governing the interaction of functional
subsystems [31] and the countering of external

influences, which involve the simultaneous use of
physical, informational, cognitive and cybernetic
components to achieve strategic objectives.

The beginnings of mathematical modelling
Equation (1) is introduced as a generalised model of
the dynamic interaction of subsystems, based on the
principle of influence balance (interaction—
degradation-control) and analogous to state-space
representations. All variables are normalised, which
ensures model consistency without the explicit
introduction of physical dimensions.

Interaction i-th functional subsystem P,(t) with

other subsystems can be expressed in terms of a
differential equation describing the interaction
between the systems, based on research [5]:

dP(t Z

j=1

() Pi) o, () -6 -Pi) +u, (1), (1)

where w;i(t) is intensity of the effect j-th functional
i-th subsystem, 1,j=1n; d,is

degradation factor i-th subsystems (power loss i-th
subsystem); u; (t) is a decisive influence on i-th
subsystem; n is number of functional subsystems

subsystem on

In general, the power control model for
functional subsystems can be represented by a
vector-matrix differential equation:
dP (t)

— ~WQO P(t)@(t) -5 t)P(t) + B(t)a(t), (2)

where P(t) = (P(t), P,(t),..., P, (t)) is power vector
of subsystems; @(t) =(@,(t), @, (1), ¢, (1)) is the

cognitive penetration vector into the subsystems at

Table 3. A scale of a system’s management capability in an information environment

Value System Cog:r:?r\cl)l:))f/lem Power P (f) desP;g(k:)I??cl)lr:?z/a?ifon Interpretation
Csc status H (U) relative to Popt (1) (%)
0.00-0.20 Stable Low Maximum <5% Optimal system
performance
0.21-0.45 Adaptive Moderate 75-90 % 10-25 % The risk of cognitive
conflict
0.46-0.65 Crisis High 45-74 % 40-70 % Intervention required
0.66-0.80 Pre-collapse Very high 15-44 % > 80 % Resonance instability
Extreme . 0 1000 Complete loss of
> 081 conditions Maximum <15% ~100% coordination
Source: compiled by the authors
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a given point in time t;.
5(t):(51(t),52 (t),...8, (t)) is vector of
subsystem degradation intensity;

() = (u(t),u,(t),...u (t)) is power control

vector for subsystems;

@y, (1) @, (t)
W)= @ . is impact intensity
o,t) - o,t)
matrix.
Thus, unlike classical models:

X=AXx+Bu+Dw, of the form in which the
disturbance enters W(t) additively, in the proposed
model ¢(t) the disturbance influences both the state

vector and, indirectly, the interaction matrix A(t),
reflecting structural changes in the interconnections
between subsystems under the influence of
information and cognitive factors;

B(t) — matrix of local management influences
(local management matrix) on functional
subsystems. The matrix of local control actions
defines the intensity and direction of control inputs
applied to the subsystems; its elements are
determined based on expert assessments or statistical
characteristics of system operation.

Equation (2) can then be written as follows:
dZIEt) =[W ()@(t) ~6 (t) |P) +U(t)B(), (3)

or:

dP(t)
dt
where A(t) =W (t)@ -5 (t) is impact matrix.
To derive an expression for the CSC, we shall
formulate a system of vector differential-algebraic

equations for the optimal power control of the
functional subsystems:

dP(t)

= A(t)P(t) +B()u(t), 4)

= A)P(t) + BOU(M)
P () =C(O)P(0) + D)

opt (t) (Plopt (t) PZopt (t) ’Pnopt (t)) is
vector of optimal power values i-th subsystems
ISiopt (t) at a given moment =1 C(t) is matrix
of the performance and interaction of subsystems;

where

D(9 is matrix of crisis management subsystems
(crisis management interventions). The optimal
values are defined as those that minimise deviations
of subsystem states from the target level under
stability and resource constraints and can be
obtained as a solution to an optimal control problem.
The crisis management matrix  represents
compensatory control actions applied under critical
deviations; its elements are specified either through
scenario-based design or expert assessment
depending on the type of threats.

Let us consider a steady-state condition in

dp(t)

which: — 0 provided that t — oo.

We can then express the system of equations (5)
as follows:

0= A(t)P(t) + B(t)d(t)
P, () =C(t)P(t)+ D()u(t)’

opt
(6)

Accordingly, the system of vector algebraic
equations can be written as follows:

i :_%q() ™

P (1) =C(OPE) + DO)U()

Substituting the first equation from system (7)

into the second, we obtain the following
mathematical expression:
B(t)s
P () =—C(t)—= AD a)+DOu), (@)
B (0) = [D(t) c) Bgﬂ . ©

We shall assume that the power control of the
subsystems is stable if the power values of the
subsystems lie within:

Iopt (t) & < PI opt (t) < P (t) +¢&. (10)

iopt

The error % term defines the permissible
deviation of subsystem states from their optimal
values and accounts for model uncertainty as well as
the influence of uncontrolled disturbances. Let us

illustrate this in Fig. 1.
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Pi(t)

2 1 L T

Pi Opt (t) [--------mmm oo mm oo e,

P b e R e e e e

Fig. 1. An example of stable power control i— th subsystems P; (t);
Pit — control at the upper limit; Pi*~ control at the lower limit; P2, P — optimal management

(Time axis is given in normalised time units)
Source: compiled by the authors

From_ the inequality given in (10), the following B+
can be written: o ) ﬁopﬂ (r)=[D+ (r)—C* (r) — E:ﬂa(r) (14)
Popt - Popt = E y (11)

ﬁopt —ﬁiopt =E . (12) and

Then, subtracting expression (12) from Bani- N (~\_C- B_(T) ~
expression (11), we obtain: Popt™ (r)=[D (r)-C"(7) A (7) U(z). (15)

§+0pt —P ot =2E , (13) Substituting mathematical expression (14) into
(13), we obtain:
+é&, P,

where Eopt =(R, 20pt-1-52,...,Pnopt+gn) . . B+(T) ) ) i Bf(f)
is the vector of the upper power limit of the [D(r)-C() A (7) i(z)-[D (r)-C(7) A (7) '

opt

subsystems; 5iopt(t) is optimal power i-th

— G(r)=2E
subsystems; E — subsystem power deviation vector; ( )After the transformations.  we  have:
E=(a808), 1=L0; [D(z)-AF (r)]u(r)=2E, (16)
P~ opt =(F’10pt =&, Poopt = €214 Prot —gn) is lower

where AD(7)=D"(r)-D(r) is matrix of

power limit vector i-th subsystems; & is power  normissible ranges of variation in the values of crisis

deviation vector i-th subsystems, 1=1,n; . The two  management interventions; D" () is matrix of

optimal control values correspond to the upper and  values for crisis management decisions at the upper
lower stability bounds and are defined as those that  limit of power control stability for subsystems;
minimise deviations within the corresponding range. - . .
The parameter t is considered as a fixed time instant D (T) Is matrix of vfellu_es for global control
of analysis; time optimality is not introduced, but ~decisions at the lower limit of subsystem power
rather corresponds to the selected system operation control stability; E is power deviation vector of
scenario. From expression (9) for a fixed value of  subsystems;

t,.. =7 we have: B (7 B (7

opt AE (T):C+(T) ( ) ( )
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is matrix of necessary changes affecting the
performance of subsystems; C*(z) and C™(7)

are matrices of performance and interaction metrics
for subsystems at the upper and lower limits of
control stability, respectively; B*(t) and B~ (7) are
local control matrices at the upper and lower control

stability limits, respectively; A"(z) and A (7)

are impact matrices for the upper and lower limits of
stability in interaction management, respectively.

A control collapse occurs when the stability
condition defined in equation (10) is violated, i.e.
when the subsystem power values leave the
admissible interval.

Then, taking into account equation (16) for the
CSC, we can write the following expression:

|AD(7) - AF (7))

CSC(7)|= ;
RS

A7)

if |CSC(T)|£1, then the process is stable; if

|CSC(T)| >1, then the process is unstable.

Let the upper and lower stability limits of the
control system be influenced by changes in the

intensity of the input to the subsystems @j; . In that
case, given that: A(z) =W()@(t)-5(t), for
AF(7) we can write the following expression:

AW (7)
A'(D)A (1)
So we have the following expression:

— AW (7)
AF(7) =C(7)B(0)p(t) —————,
(r) =C(z)B( )(/)()N(T)A_(T)
In this paper, controllability is interpreted in an

C(r)B() o(t)

(19)

Kalman sense. From the perspective of control
theory, a system is considered controllable if there
exist control inputs that ensure the subsystem states
remain within an admissible region. In the proposed
model, this is formalised through the CSC (t): when
its value remains within the admissible threshold

CSC(t) <CSC(t),;, the system operates in a

controllable state, whereas exceeding this threshold
corresponds to a loss of controllability.

Accordingly, for the CSC, which depends on
the intensity of the impact on the subsystems, we
have the following expression:

CSC(t):%[AD—AFF

: (20)
1 —. AW
_|aP@mw
CSC(t) = —|AP (t)|WWmaX ) (21)

where  AP(t)=P(t)-P, (t)is the vector of

deviations of the subsystem’s power levels from
their optimal values; ||W is weighted average with a

weight matrix W; [AP|™ is the maximum

permissible value of this standard. It should be noted
that the integral nature of the CSC may lead to
smoothing of local critical failures of individual
subsystems. Therefore, for practical applications, it
is advisable to complement the coefficient with a
local control mechanism, in which reaching a critical
threshold by at least one subsystem triggers an
emergency mode, regardless of the integral value of
the coefficient.

Within the proposed model, the CSC (t): is
defined as an integral function of the current state
vector of the functional subsystems, the parameters
of their inter-system interaction, and the control
inputs. The physical meaning of the system
controllability coefficient lies in the quantitative
representation of the system’s ability to maintain the
permissible power values of the functional
subsystems over time in the presence of external and
internal disturbances.

Fig. 2 shows a flowchart of the proposed
model, illustrating the sequence of steps from the
initial data of the information environment to the
formulation of adaptive management decisions

applied systemic sense as the ability of the MIS to  based on the integral coefficient of system
maintain ~ coordinated  functioning  under controllability.

disturbances, rather than in the narrow classical
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INPUT DATA of the information environment
(load, cyber incidents, information influences)

A 4

Formation of the state vector of functional
subsystems P(t) = [Pi(t), P2(t)... Py(t)]

\ 4

Identification of model parameters
W (1), B (1), A(t), C(1), D(t)

\ 4

Mathematical modeling of management process
dynamics vector-matrix system of differential

\ 4

Numerical integration of the model (4-th order
Runge-Kutta method)

A

Calculation of the integral coefficient of system
controllability CSC

l

Comparison of CSC with threshold intervals of
system stability (stable / transitional / critical)

\ 4

Formation of adaptive solutions in decision
support systems (DSS)

Fig. 2. Algorithmic flowchart for implementing a
mathematical model for assessing the
controllability of information

management system
Source: compiled by the authors

This value CSC (t): aggregates information on
the degree of coordination between subsystems and
can be used as a generalized indicator of the overall
controllability of the management information
system. In terms of dynamical systems theory, the
value of the (CSC) can be interpreted as an indicator
of the stability of the system’s steady-state
operation.

Remaining CSC (t): within the permissible
range corresponds to the existence of a quasi-stable

regime with limited deviations in states, whereas the
indicator exceeding the set limits indicates a loss of
stability and a transition to a crisis or collapse
regime. Thus, the CSC serves as a generalised
controllability criterion, similar in meaning to
Lyapunov-type stability functionals [32], as
confirmed by modern approaches to the stabilization
of multi-domain systems. Unlike classical abstract
models, this criterion is geared towards applied
problems of managing complex information systems
and critical infrastructure objects, where stability is
determined not only by technical parameters but also
by the integrity of cognitive and information
subsystems. Unlike classical stability margin
indicators, which characterise the distance of a
system from the stability boundary in the phase or
frequency domain, the proposed CSC reflects the
integral ability of the system to maintain admissible
subsystem states under multifactor disturbances,
including cognitive and informational influences.

Thus, the coefficient does not represent a static
stability margin but acts as a dynamic functional that
accounts  for inter-subsystem interactions,
degradation processes and control actions. The
model parameters are determined based on a
combination of expert assessments and normalised
characteristics of subsystem operation. Such an
approach is typical for complex socio-technical
systems, where direct measurement of parameters is
limited.

To verify the proposed mathematical model and
assess the sensitivity of the integral coefficient of
system controllability to dynamic disturbances,
simulation modelling was carried out for a system
comprising: n=5 subsystems (infrastructure, network
— communications, application, analytical -
cognitive, and user).

The modelling was carried out by numerically
integrating the system of differential equations (1)—
(5) using the 4th-order Runge—Kutta (RK4) method.
The choice of the fourth-order Runge-Kutta method
is justified by its computational simplicity and
sufficient accuracy for analysing the overall system
dynamics. However, for stiff systems, the use of
adaptive numerical methods is more appropriate,
which is planned for future research. The time
variable 't is represented in  normalised
(dimensionless) units corresponding to the numerical
integration step, which ensures generality of the
model and independence from specific physical time
scales.

The results of the modelling of three baseline
scenarios — stable operation, destabilizing influence

392 Information technologies and computer systems

ISSN 2663-0176 (Print)
ISSN 2663-7731 (Online)



Bazarnyi S. V., Murr Pierre, Voitko O. V., Husak Yu. A., Yevseiev S. P.
/" Herald of Advanced Information Technology

2026; Vol.9 No.3: 380-399

(cyberattacks) and adaptive compensation — are
presented in Fig. 3 and detailed in Table 4 and Table
5. To clarify the role of cognitive influence, an
additional hypothetical scenario is considered in

which the cognitive parameter ¢(t) — increases while

the level of technical disturbances remains fixed. In
this case, the evolution of the CSC exhibits a

contrast to the rapid increase of the coefficient under
purely technical attacks. Thus, while a technical
attack manifests as an additive disturbance affecting
subsystem states, the cognitive influence ¢(t) has a
systemic character and leads to a reduction in
coordination efficiency, which is reflected in a
gradual increase of the CSC even in the absence of

smoother but persistent trend, reflecting the
degradation of inter-subsystem coordination, in

CSC

10

critical technical damage.

- stability

- transitional mode

- critical collapse
— - Stable mode(normal)
— - Cyberattack(critical)
08 4 < - = - compensation

046

04

-~
s
-
-~
-~
~-d

0.2 4

0 200 400 60 800 1000 L
Fig. 3. Dynamics of the integral coefficient of system controllability (CSC) under scenario-

based loading. (Time axis is given in normalised time units)
Source: compiled by the authors

Table 4. Comparative impact of technical and cognitive factors on the system
controllability coefficient

CSC variation pattern
Rapid increase

Type of influence
Technical attack
Cognitive
influence
Combined impact

Underlying cause
Subsystem degradation
Disruption of
coordination
Synergistic effect

Gradual increase

Accelerated increase

Source: compiled by the authors

Table 5. Verification data on the dynamics of the CSC based on the
results of RK4 integration

Time (t), (units) CSC (Stable) | CSC (Attack) | CSC (Restoration) System status
0 0.15 0.15 0.15 Stable
200 0.16 0.45 0.45 Onset of destabilization
400 0.15 0.82 0.82 Extreme / collapse regime
600 0.16 0.68 0.48 Adaptive response u(t)
1000 0.15 0.28 0.22 Restoring control

Source: compiled by the authors
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An analysis of the curves shown in Fig. 3
confirms the model’s performance, namely:

—in steady-state operation, the CSC index
remains within the range [0.15, 0.16], which
corresponds to optimal performance;

—when simulating an attack, a non-linear
increase in the CSC to a value of 0.82 is observed,
indicating a transition into the critical collapse zone;

—the implementation of compensatory control
u(t) enables the CSC to be reduced to 0.22,
demonstrating the effectiveness of the proposed
decision support system (DSS) algorithms for
restoring the system’s viability. The updated
mathematical model provides a comprehensive
coverage of inter-system interactions through the
integration of differential equations, a matrix
structure of weighting coefficients, and a cognitive
component of the propagation of informational
influences. The proposed model describes a complex
network of inter-system interaction and formalizes
its impact through matrices of subsystem interaction,
which identify positive synergy effects and the
opponent’s vulnerabilities. Such a model has the
potential to serve as a basis for forecasting the
results  of  subsystem  activity, = modelling
informational and psychological pressure, and
formulating strategic decisions in real time. In
applied terms, this includes modelling directed
psychological influence on target audiences in
digital environments using modern information
technologies [34]. A key feature of implementing the
strategy for functional subsystems in the current
environment is the deep integration of information
resources  with  the  civilian  information
infrastructure, and the influence exerted on public
opinion. Through the systematic conduct of
information  operations  (attacks), chaos and
instability within the information subsystem create
an information environment in which the state’s
traditional ~ defense  mechanisms  lose their
effectiveness. In such conditions, Ukraine and its
international partners must develop joint and new,
adaptive strategies based on a systematic analysis of
dynamics and the construction of counter-scenarios
to respond to contemporary challenges and threats.

The results of the study have made it possible to
address key scientific challenges and develop a
comprehensive methodology for assessing the
stability of information and control systems in
complex adaptive environments, for which a
mathematical framework in the form of a system of
vector-matrix differential equations has been
devised. Mathematical modelling of the cognitive
factor through the introduction of a cognitive

penetration vector enabled the synthesis of an
integral (CSC) as a scalar functional for the
quantitative assessment of the system’s control
capability.

A scale for interpreting the CSC and its
threshold values has been developed, which enables
the classification of operating modes from stable to
critical, whilst the model’s performance and
predictive properties have been confirmed through
numerical verification of destabilization and
adaptive recovery scenarios. The results obtained
have been algorithmized into analytical modules of
(DSS), creating an applied basis for the predictive
monitoring of critical infrastructure objects in real
time. It should be noted that the presented results are
based on numerical simulation and do not rely on
direct measurements of parameters from real
technical systems under attack conditions. The
historical cases of 2014 and 2022 are used for
scenario validation rather than as sources of precise
numerical model parameters.

LIMITATIONS OF THE STUDY

Despite the robustness of the proposed
mathematical model, several limitations should be
acknowledged.

Firstly, the model relies on normalized and
partially expert-defined parameters, which may limit
the direct transferability of results to specific real-
world systems without additional calibration.

Secondly, the numerical verification is based on
scenario simulation rather than empirical datasets
from operational information systems, which
constrains the statistical validation of the model.

Thirdly, the integral nature of the CSC may lead
to smoothing of localized subsystem failures,
requiring  complementary  local  monitoring
mechanisms for high-resolution diagnostics.

Finally, the representation of cognitive
penetration as a generalized disturbance vector,
while analytically justified, remains an abstraction
that requires further empirical grounding and
refinement. These limitations define directions for
future research and do not reduce the conceptual
validity of the proposed approach.

CONCLUSIONS

This study addresses the scientific challenge of
developing an integrated mathematical model for
assessing the controllability of information
management  systems in complex adaptive
environments. A formalisation of such systems as
five interacting functional subsystems
(infrastructural, network-communication,
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application, analytical-cognitive and user) is
proposed, described by a vector of their capacity and
a system of vector-matrix differential equations,
taking into account inter-system reactivity, cognitive
penetration, managerial influences and degradation
processes.

The main result is the introduction and
scientific justification of the (CSC) as an integral
indicator of the controllability of information
management systems, reflecting, in particular, the
digital component of state controllability. For the
CSC, the operating conditions of the MIS in stable,
adaptive, crisis, pre-collapse and boundary modes
have been substantiated, allowing the dynamics of
transitions between them to be quantitatively
identified. The proposed interpretative scale is
supplemented by links to the entropy of the
cognitive field, the probability of desynchronization
of subsystems, and the relative power of their
functioning.

The proposed system controllability coefficient
occupies an intermediate position between classical
control theory criteria (such as Lyapunov stability
criteria,  stability  margins, and  Kalman
controllability) and system reliability and
survivability indicators. Unlike these approaches, the
system  controllability  coefficient  integrates
dynamic, structural and cognitive aspects of the
functioning of complex socio-technical systems,
which allows it to be used as a generalised indicator
of controllability in real time. Similarly, in the
proposed model, cognitive penetration is not reduced
to a classical disturbance but acts as a factor that

modifies both the system state and the structure of
interactions between subsystems.

The operational capability and sensitivity of the
CSC to destabilizing influences have been
confirmed through numerical verification of the
proposed model using the 4th-order Runge—Kutta
method in scenarios involving stable operation,
cyberattacks and adaptive recovery. The results
demonstrate that the CSC is an informative indicator
that integrates organizational, informational,
cognitive and technical aspects of the MIS operation
and allows for the quantitative tracking of phase
transitions between stable and collapse states.

The practical significance of this work lies in
the possibility of integrating the CSC into the
analytical modules of decision support systems and
systems for monitoring critical information
infrastructure, thereby laying the groundwork for
predictive analysis, condition diagnostics and the
timely application of adaptive management
interventions. The proposed approach can be
extended to interdisciplinary tasks, particularly in
the context of assessing state governability under
complex hybrid influences, where critical
infrastructure management systems serve as the
digital foundation for the relevant processes.

Further development of the research is focused
on the parameterization of the inter-system reactivity
matrix, refining cognitive penetration models,
identifying weighting coefficients through expert
assessment, and extending the model using agent-
oriented methods and dynamic games to simulate the
adaptive behavior of destabilizing factors in real
time.
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AHOTANIA

CyuyacHti iHpoOpMaLiiiHi cuCTeMH YNpaBiiHHS (QYHKLIIOHYIOTh y CKJIQIHHUX aJalTHBHUX CEPEIOBUIIAX, IO XapaKTEPU3YIOThCS
BHCOKOIO TMHAMIYHICTIO, HEBU3HAUYCHICTIO Ta Oe3MepepBHUMH TiOPUAHMUMHU 30ypEHHSIMH, SKi CYTTEBO YCKIIAJHIOIOThH 3a0e3MeUeHHs
Y3TOKCHOTr0 YIpABIIHHA. 3a TAaKMX YMOB TpaauLiiHI IiJXOAW, OPI€HTOBaHI HAa HAMIWHICTH 1 NPOAYKTUBHICTH OKPEMHX
KOMIIOHEHTIB, € HEJIOCTaTHIMH, OCKUIbKH HE BPaxOBYIOTh CUCTEMHY B3a€EMOIIO MiJICHCTEM i PU3HMK BTPATH 3arajlbHOi KEPOBAHOCTI.
Le 3ymoBIIO€ HEOOXIAHICTH PO3POOICHHS MaTEMaTHYHHX IiIXOIB J0 KUTBKICHOIO OLIHIOBAHHS KEPOBAHOCTI CUCTEM SIK KIIFOYOBOT
BJIACTHBOCTI CTIHKOCTI 00’€KTiB KpUTHYHOI iH(popMaliiHoi iHQpacTpykTypu. MeToI0 JOCTiIKeHHSI € PO3POOICHH MaTeMaTHIHOL
MOJIEIi OLIiHIOBaHHSI KEPOBAHOCTI iHPOPMALIIHIX CHCTEM YIPABIiHHS, 10 QYHKLIOHYIOTh y CKIaHUX aJall TABHUX CEPEIOBHIIAX, 3
ypaxyBaHHSM B3aeMOJii (YHKI[IOHANBGHHUX ITiJICKCTEM, 30BHIIIHIX 1 BHYTpIlIHIX 30ypeHb, a TaKOX KepyBaJIbHHUX BIUIUBIB, SKi
BU3HAYAIOTh IUHAMIKy cucTeMu. Meromouiorisi: Y 0CHi[PKeHHI BHUKOPHCTAHO BEKTOPHO-MATPUYHHU MiAXiA [0 JUHAMIYHOIO
MOJICIIIOBaHHS, y MeXKax SKOro iHdopmaliiifHa cucTeMa YIpaBiIiHHS MPEICTaBlICHA K CyKYIHICTh B3a€MOIIIOUMX (YHKIIOHATBHUX
MiICKCTeM, OMHMCAHUX Yy MPOCTOPI CTaHIB CHCTEMOIO AU(EepeHIiaIbHUX PiBHAHb. MoOIenb BpaXxOBYe MiXIIiICUCTEMHY B3aEMOIIIO,
MpOLIeCH Aerpajallii, 30BHIlHI 30ypeHHs Ta KepyBallbHi BIUIMBH, & TAKOX BIUIMB KOTHITUBHUX (DAaKTOPIB HA MOBEJIHKY CHCTEMHU.
YucenbHy Bepudikallifo 3anpornoHOBaHoi MOJIei 3AiHCHEHO 13 3acTocyBaHHAM MeTony Pynre—KyTTu yeTBepToro mopsiaky B Mexax
ciieHapHOro aHamizy. IHdopmariiiHy cucTeMy yrnpaBiiHHS (OPMAaNi3oBaHO SIK CYKYIMHICTh I'SITH B3a€EMOIIOYMX (YHKI[IOHATBHUX
migcucTeM: iHQPACTPYKTYpHOI, MepeKeBO-KOMYHIKaliiHOl, MPHUKIAAHOI, aHATITHKO-KOTHITHBHOI Ta KOPHCTYyBalbKoi. BBeaeHO
iHTEerpajgbHU KOe(Illi€HT CHCTEMHOI KepOBAHOCTI sIK CKAISIPHHUN (DYHKI[IOHAT BijJ CTaHIB MiJICKCTEM, MapaMeTpiB ix B3aemomil Ta
KepyBalbHUX BIUIMBIB. [loka3aHo, 110 3HA4YeHHS LBOr0 Koe(illieHTa Aa€ 3MOry KiTbKICHO ifeHTHU(]IKyBaTH MEpPexXomu Mix
CTabiTbHUM, aJaNTUBHUM, KPHU30BHM 1 MEPEIKONACHUM pexuMaMu (YHKIIOHYBaHHsS. Po3po0OieHo mikamy iHTeprpeTaril, siKa
MOB’sI3y€ 3HA4YCHHs Koe(illieHTa 3 piBHEM Y3rOHKEHOCTI MiJCHCTEM Ta HMOBIPHICTIO IECHHXPOHi3alil yrmpaBiiHHsI. PesymbraTu
YHCENbHOr0 MOJICTIOBAHHS MiATBEPXKYIOTh UYTJIHMBICTh 3alpOIMOHOBAHOIO I1HIMKATOpa M0 JecTabili3yrouMx BIUIMBIB i HOro
3MATHICTh BimOOpa)xxaTH €(EeKTUBHICTh KOMIICHCYBAILHHX KEPYBAJIbHHUX MAid. 3ampOMOHOBAHUMA MiAXi[ PO3LIMPIOE iICHYIOYI METOAN
OLIIHIOBAHHS CTIMKOCTI Ta HAJIIHOCTI CHCTEM IUIIXOM BBEACHHS IMHAMIYHOTO IHTETPATHLHOrO IMOKAa3HHUKA, 10 BPAXOBYE CYKYITHHIA
BILUTUB CTPYKTYPHHUX B3a€MO/Iiif, KEPYBaIbHUX BIUIMBIB I KOTHITHBHUX (haKTOPIiB HA MOBEAIHKY crcTeMu. HaykoBa HOBHU3HA MOIATAE Y
(dopmaurizaiiii KEpOBaHOCTI CHCTEMH SIK KUTbKICHOI (DYHKI[iOHAIBHOI XapaKTEPUCTHKH, IO BiOOpa)Xae 34aTHICTh CKIAJIHOI CHCTEMHU
MiATPUMYBATH Y3TO/DKEHE (PYHKIIIOHYBAHHS B YMOBax JAecTadinmizyrounx BIUIMBIB. IIpakruuyHe 3HaveHHsi: Po3pobieHa Monens €
MPaKTUYHUM {HCTPYMEHTOM JUIs 3aCTOCYBAaHHS B CHCTEMax MOHITOPHHIY PEajibHOTO Yacy Ta IuiargopMax MiATPUMKH NPHAHATTS
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pimens y cdepi kputudHoi iHpOpMariitHoi iHppacTpykTypH, 3a0e3Neuyrourn paHHe BHUSABICHHS BTPATH KEPOBAHOCTI Ta MiATP UMKy
(hopMyBaHHS aTaNTHBHHUX CTPATETil pearyBaHHs.

Kurouosi cioBa: indopmariiiHi cucteMn; KepoBaHICTh CHCTEMOIO; ANANTHBHI CHCTEMH; KPUTHYHA iH(PACTPYKTYypa;
MATPUMKA pillleHb; Jep)kaBHA Oe3reKa; MaTeMaTHIHe MOJIeITIOBaHHS
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